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https://docs.azure.cn/zh-cn/app-service/overview-managed-identity?tabs=portal%2Chttp
https://docs.azure.cn/zh-cn/app-service/manage-backup?tabs=portal

DITEERERF R, IENARETHIMIEEEEFMAH. B2, B AsENAREFERNERE
N4 TR EE. EESRANBH T EREMLTS, SIMHIEIEIR/ES. MTHRIH
SERXEEN ARRER, BRXEPRIN AR AR EER X PR R REAE.

DHTHMERETE (A0 Redis) . NRAIBERIAN FREFRPENARERFET. DITERFIERSI. THIEH
RN EFEERERENSE— A LRI,

DRI APl (ERRIFBFERS) (REAIN.

TR RIXIEARSS. Application Insights #1 Log Analytics #UEEXIFRSS. BEEE BRI EIEH
Y Application Insights 1 Log Analytics 77fi, X3F App Insights, FT&RBESEIMMRIERRN AR EEN
HN—EB o T EFREEF TR,

Certificates
N ERSIEBERIBIZIFIERESGTR, BEREEXigiEs). T SHIGERtal LIS AZINEEE X
B9 Key Vault A,  IWSHINSNIEERT XIS 2 BRI,

[Ty
AL Azure MFHBRIVE AR EFIEZEFARRE. BIFRE>NREE", G NARE S EER
FRE TR BREE, ARECSNERESERRN ISON I, FEERXKEFERCEXEIRE,
(EXEEARS AT RES T IERIRS PRI E MM E .

ToiEE Azure AR SHIA Key Vault 5|, e XE-PEHREZEHTLFNSIA.

MAREERLABY Azure MAEREESHM—LPL (Ti) SUREKBIUETEER. BEHINBER
B EFHEXSESRFHER, THRIEEEENIPMEIISET XERE.

WREEHIHENHERE, ZEETES IR TMN AEFRERN.

VNet &/ BHENZFR/DNS
MNARSINERZ VNet i EANRHEFRS. NARSIMNEMEARTFEZHEFPNARS, EERE— ISR NME
FREREERUEXIE, VNet 5RRY",  EABRIREIEFEARIE(ERRVILINEEETIRM P2S VPN B VNet SERAFIIRE
ERE (Azure RERARSS) .

EETXETEFIETREER (NER) . XAFERTXIE VNet 55k,

RIFARRSSIARRT DNS BEBELEFEHABAEN DNS BRAGRHTERE (BMAHE—FhREEN) .
NRRBRSEAANOE ORGSR, MNARSAITENLBTHE. B, TRESIEENE
ERR—NARSIMEAALER. NARSINEAFEEHIOIE.
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FEEFOREMFAAROTEIFR, LURSTEFREPONA, 8%, EFLIEAY Microsoft Entra ID
RIFR (EasyAuth (EFBRIRIFES) BOARABAERAER.

BFAEREERREAREEXER., SEEAFOEEERRARBENBNE—RFAY, LIREHN
Xis P EHF T,

EEEVARSS, EEERRRTSESRIRITERISUR, SEERRED.

ITHRSHRRRME (1DP) EEAMEIERXE, K Microsoft Entra ID 2—INEBRSS, (ERELRRAEREK
FAHE (5TFEE) IDP,

BHIRREHRZ TR Kudu FTP EHERIRIFAERSS.

IRSEER
Azure RIFBIRSS MRS IRSS A AR BIRHE R IMFAEATAI. o, ErTEIT IR R i Il o —

5 IPv4 (Internet 1Y hRAS 4) HEADBE. (HINIMBEEZISEHHONBREBLTENAXLRR. WRES
B ORRRSRERKINPEE T IRZEER, WEEEBRXETHRITHRRRRE.

EHEMINE Azure RFEIRSEFHCIEEI BRI, YRS CEIE VNet FIFM. WNER[ER Azure BRI TR
PTAEXYERN®E), IAEmEERSERER. Bit, FEFIEERSEES, XALUEE Azure 7]
. Azure CLI 8 Azure PowerShell €58,

BE

EEEEMNARSEIR, AIFER Azure [JPEEEMENLE (1aC), EFBEETRNAZILUEE AT, £
BirXigNARITTRE, SEEREEENEIBRX, HiSiEn s BTN AT A IMEHRSAIIE .

6/ Azure [JPHITEER

{3 Azure [JFHHTEEMAIRAMNBEEESRME. NA. HHIARBUARTSRESEEEIFINARS &
pEia pleeR

5EF Azure | JPRB R FIRS BREEMEFTXIE:

1. SEERENABRES.

2. EBERXEPRIETN ARSI P EUE— N A,

3.  HEERNAPRRESD

4. IRREMBEENEL, B asuid BB HESSERIBRNA, FEERNATERXE.
5. KBBEFNATHEMAEATERENSIFENAER, FIRIHrREE.

6. HFEESFREENESISAERMAR, EHRETEHS.
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{EF 1aC BTEEM

SEEIARHRRIEERT/ERE (CI/CD) EiEsrI 2% EERT, £/ 1aC. BT CICD HiE, fFrliEigap
E18{F8K Kudu zip BEEBIRXERIENRRS TR,

L 13

seRkEENE, ERAEFRYENNITANIGIE Azure NAIERSS :

¥ Azure NARSBSEEMEIBFXESE, B TERNKAMERNR. TFHULsiBE AT, 7
RIGEFFEER BT REIEmIERE, LIREEEERVEUEETAIAE.

IIEFRA Azure N FBIRSSEAFIEER.

Xt R EERE R TR, SEFEENEEN. SN SERT TIERHAILSEREFINAR
ERERDERS—E

RIS, BSEISAEROEE. WRBRRR Azure AREME RS REE R ER
BT, SRR TR TSR AR a0, ARt R M S EA.
BN, (RS T A R TR I O R AR, AR TR T/Emaka
BRI,

=k

B

S BRI FRIRI ARG . I B RN IR ST %A, A a s R b Ea.

Azure Web MRS FE

i

AEFFMEEESAITRE Azure Web RIS (Azure Web App) N—MREGFHEIB—MXE, WSESESD
WENARS. EERXEEERZR. BENARS. RWIETBEREFLR.

FERtES
FEFHAITB 2 AT, BRI RS TIFEmA:

ERABIRXIESF Web RAEARSS.
EEDITEEXEIENEE.

BB R R BRI RI TRIREZNEE.
THEIA Web N ARRKIINECE.
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F£B—: FHMWE web KA

1. BF Azure |,

2.  ShEHFREEIBA Web A,

3. HEAEMSHERERRD, SERE0.

4. EESHEFMERKFIIESR, FHRTEMERE.
5.  TEHEHXHHZ2EFE.

Azure CLI 7=

# IR
$RESOURCE_GROUP="your-resource-group"
$APP_NAME="your-api-app-name"
$BACKUP_NAME="your-backup-name"
$CONTAINER_URL="your-storage-account-url"
# BIZE 17
az webapp config backup create °
--resource-group $RESOURCE_GROUP *
--webapp-name $APP_NAME *
--backup-name $BACKUP_NAME *
--container-url $CONTAINER_URL

R IEBRXIE web N

1. 7EAzure )R, SHREIGIEER,

2. HZFEFE Web R,

3. EEEIE Web NANEARER, FHERERKE BIEAKXE) .

4. EENAIRSITE (App Service Plan) |, HafRiEREBRXIEAIRIRE.
5. SERBUE, HESRIREBESTMR.

Azure CLI 7=l

===, ]

$TARGET_RESOURCE_GROUP="your-target-resource-group"
$TARGET_LOCATION="your-target-location"
$NEW_PLAN_NAME="your-new-app-service-plan"
$NEW_APP_NAME="your-new-api-app-name"

$SKU="your-new-sku"

# BIREZIRAE (UPRAFFE)

az group create
--name $TARGET_RESOURCE_GROUP *
--location $TARGET_LOCATION

19


https://portal.azure.cn/

# BIZEFTH App Service 114

az appservice plan create
--name $NEW_PLAN_NAME *
--resource-group $TARGET_RESOURCE_GROUP *
--location $TARGET_LOCATION *

--sku $SKU
# BYEEFTHT Web fizfH

az webapp create
--resource-group $TARGET_RESOURCE_GROUP *
--plan $NEW_PLAN_NAME *
--name $NEW_APP_NAME

SR=: HENMRRSEFXY

1 SEUEEREIERE Web B,

2. FEREHS, WEE.

3. WESHEHIKCIES, WEEHHEEH Web M,

Azure CLI 7=

g ¥=--07 =}

# IR 2 E
$NEW_APP_NAME="your-new-api-app-name"
$NEW_RESOURCE_GROUP="your-new-resource-group"
$CONTAINER_URL="your-storage-account-url"
$BACKUP_NAME="your-backup-file-name"

# BB 0 FFT Web 7/

az webapp config backup restore
--resource-group $NEW_RESOURCE_GROUP *
--webapp-name $NEW_APP_NAME *
--backup-name $BACKUP_NAME *
--container-url $CONTAINER_URL *
--overwrite

S$RMN: SIEERE

1 7E Azure [IF, SHRBISTRISH Web R,
2. ipiA Web RIFBR) URL, FHREIFIERIEST.,

3. WERTHMRIET, RRSHRRSE,

Azure CLI 7=

L2 e

$NEW_APP_NAME="your-new-api-app-name"

$NEW_RESOURCE_GROUP="your-new-resource-group"
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# SR RS HT URL

az webapp show *
--name $NEW_APP_NAME *
--resource-group $NEW_RESOURCE_GROUP *
--query defaultHostName °
--output tsv

$EA: {NigiREHEE

1. E¥T DNSCREAFIIEREE, BREVIEIFXIHAY Web KA,
2. ISEREURERINARS, BREREET.

3. {&EH Azure Monitor F] Application Insights F{TItEEFIfEEIGE,

£ES: BERER

1. HAFXKIEARY web M ATNERENMN ARSSEET, HERAEM,
2. ShERXEHL Web R,

3. (ELEFHMBREXIHAT Web R FIRSFIMEXETR.

4. BRREOXHEFEKS ABER) .

Azure CLI 7=:f5:

# (ZLEIFRG Web f7fH

az webapp stop *
--name $APP_NAME *
--resource-group $RESOURCE_GROUP

# MHERIHRY Web fizfF

az webapp delete °
--name $APP_NAME *
--resource-group $RESOURCE_GROUP

# MIBRIFRY App Service 114 (SRR EERMIFEE)
az appservice plan delete

--name $PLAN_NAME °

--resource-group $RESOURCE_GROUP

SENHE
Azure N FEIRSS LA
Azure N FEIRSS XS

Azure #3474 (CLI) 3TRY
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https://docs.azure.cn/zh-cn/app-service/overview
https://docs.azure.cn/zh-cn/app-service/#step-by-step-tutorials
https://learn.microsoft.com/zh-cn/cli/azure/

LIESTES G

TBEARIEA Azure STREEIRA.
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+ .

1E#2 Azure Functions

Azure Functions FREISETXIHN, FEEEXEBEE), MEERXKIETCIEMERHMNBAEENEIR, RE
BREIBEFEERIFN A,

NREEBHEEEYAE, B2 EER XIS TREUN FBUASL IR IR SR ER 555 :

Azure Functions SH#RMERE

Azure Durable Functions PRYSRMEREFN S5 0

A S
FoRFAF
HRBERXH3Z3F Azure Functions FIEBHEERIVEEIERIRS
BRUHE RIS R AR TR D

S

WRREXE EERRNME RSN ARER, ETIEaEIUTRE:

BRI

EEt

ERBIENL

TLS/SSLIEBFIRE

[=1E=gv a0

FEERR

BLERNAEFRE - BRRBHIONRIBFILER P HRRERREEREH ME RN AEFRE
BRI E

EREFTLAE A SRR EIEREI RN, BRNABKEBHXLEFIES, BTSRENRSHIE.

ERIZ e N INE 55 S HIETR,

E2a)

SR ARER B X EHEERENEIR.

EFEE RN

RBRLATERKE e RN BRBENBNRR, BERRKEPERETHEREELRLACIEME
FERE A,
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https://docs.azure.cn/zh-cn/azure-functions/functions-geo-disaster-recovery
https://docs.azure.cn/zh-cn/azure-functions/durable/durable-functions-disaster-recovery-geo-distribution
https://docs.azure.cn/zh-cn/azure-functions/functions-scale#overview-of-plans
https://docs.azure.cn/zh-cn/azure-functions/functions-deployment-slots
https://docs.azure.cn/zh-cn/app-service/configure-ssl-certificate
https://docs.azure.cn/zh-cn/azure-functions/functions-networking-options
https://docs.azure.cn/zh-cn/app-service/overview-managed-identity
https://docs.azure.cn/zh-cn/azure-functions/functions-how-to-use-azure-function-app-settings
https://docs.azure.cn/zh-cn/azure-functions/functions-scale#scale
https://docs.azure.cn/zh-cn/azure-resource-manager/templates/export-template-portal

IRREESVRCIB ARSI EMCER, NAEREHTBIEE A B EARE A E RN
Aa.

BEELEREIR

NREBEHEAREESR, BEEHESE AESSRPEERKEFIRRIER.

ESNE I=E AT
NREBEFFBMIRBOERRENA, BEERKIEPEAEE T P e EEZE AR A
RERIFAEFRE Azure RLBME—, R BIRXIEFHIN AAREESRXISE RN AEFRER
EENEIE RN BEERWRBIRS | BN AR S, HESEMNHTEN. fig0, BahRSuERnE
YERERT, IR e R B B AR R BRI P EUERE. — LR AREFIRE (g
Application Insights #&iMIZ3$EEEFEEN FFEARY Azure 1ZEIKF) TIAEEAEBRXKIGTES, AEEEH

BICEERRKIEIGIERC B F N R
SNRECE T BRENI,, BEAIRATES

iR IERER

#ohreriia, WRKEFRBRRENBFHEET. BESR ISR ERT TR ARSRET, BFEE
FE(SER,

BXEZ(ER

IBSI7E Azure Functions FHIX I (BB HIRE R F

24


https://docs.azure.cn/zh-cn/azure-functions/functions-deployment-technologies
https://docs.azure.cn/zh-cn/azure-functions/functions-move-across-regions#prepare
https://docs.azure.cn/zh-cn/azure-functions/functions-scale#overview-of-plans
https://docs.azure.cn/zh-cn/app-service/manage-custom-dns-migrate-domain#4-remap-the-active-dns-name
https://docs.azure.cn/zh-cn/azure-functions/functions-move-across-regions

1E52 Azure Batch R332

BR

&N

FoiRFM

EETE

TR

SR

- (BHUER

—  BU# Batch IkF
- EL & Batch K
- HEE®

- RIS

-  EERR

1)1y

RFMEEESEUTRG Azure Batch [REN—MREEBEIS— ML, BANSFANRIBLS RIS,
TRIEREI FRITF 5.

FERLERT, RAsEBEIE Azure Batch RSN — M XIEBEIS— XK, 580, (RATsEBEEBLATIR
HEWRSIT. BATEERE Azure Batch IRBERN— M XIEBEIS— XK, (BRI Azure BRETESER (
ARM #&#r) kS H Azure Batch [RSBHIINBECE. 25, FIA ARM EiRES —MXIEFEIiE Azure Batch fRSS
. B%%, ¥ Azure Batch [RSBECESHIERSUG, BETR, ERERHSHURE BRI, RE, BEXE
HIRIRERE RIS, &S, 7E Azure Batch JREPEHREIEMEW. Rtk (F8Z.

FoRFH
HHRIRAY Azure Batch BRSSHEFIROARSSFITHRETERT B s - eTLASHs.
2SS Batch HRFXEXRYES] Azure BIFENEIFTERKIR. B0, &S Azure FRAEIKFREANEIS —
MNXIFFHE BB RRERRY Azure TFIEIKF. WMRFE, FRAILUSERRBERAXE, E2, 5% Batch
P S TIEGREERNE D Azure BRI TR—XiE, UMEEEBHESEF. ANRILSEBFIHEKFIER
HithXi5 Azure BiR, LUES Batch BKPERIF—E,
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HEIE

AR, BRHRECSEESLUITRM:

1.

2.

3.

4.

—NERE Azure 1T,

TR X EA0 BRI AII R

Azure CLI ERHECEIF.

HiR Batch [RZIFEEEMNENES, HEBECEED.

TR

SRR

SHEE Batch IKFIREFEEAI ARM 151,

1.

BRE| Azure I,

S AR, AR Batch BKF.,
IR E > SRR

O ESESINE.

e SR AR TR,

HEIM Azure TP TEEIARUE zip B84, FREEZIAt.

I, zip FEGESHE S EMAENRAY template.json 1 parameters.json FI/NSZ{,

SRzt

INBEFHESOZAENR, LA LITE BRI BIZHEY Azure Batch BRSS.

1.

£ Azure [JPHR, G BIEREIR .
ERRRSHHT PR EIREE", ARG ENTER,
oo RARERE (R B E X RIREBE) .

yrici= 2l N

e EmiERs TR AE R B CHIEMNR .

R NS, PRSI E—T5 T EkRY “template.json” 34 .
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https://portal.azure.cn/

7. BAT™MEET B9 BAR Batch KPETR .

"$schema": "https://schema.management.azure.com/schemas/2019-04-01/deploymentTemplate. json#",
"contentVersion": "1.0.0.0",
"parameters": {
"batchAccounts_mysourceaccount_name": {
"defaultValue": "<target-batch-account>",
"type": "String"

L
8. 1EBEMRXIHEIRE Azure BFRLEFN Azure FHEMF,
9. BUIT™MEES  BigHNERTE ID, MER—MIE MR ELEEE,
BT RBR ~ B BirsiRA.
AT B BinEiEKF.
"storageAccounts_mysourcestorageaccount_externalid"; {
"defaultValue": "/subscriptions/<subscription-id> /resourceGroups/ <target-resource-group>/provider

s/Microsoft.Storage/storageAccounts/<target-storage-account>",

"type": "String"

}I

10. BT © ik BRI,

"resources": [

{
"type": "Microsoft.Batch/batchAccounts”,

"apiVersion": "2021-01-01",
"name": "[parameters('batchAccounts_mysourceaccount_name")]",

"location": "<target-location>",

11. (BYGERE, R “template.json” M4 TEIIYSE .
8l Batch KPR
1. HEAEBEEREME:

- TR %EE Azure T8,

- HRA: ERERKIEERIRE.

- X iSEREER Batch IKFBEIEIRT Azure X,
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2. RRILE BEFEE>EE .

fiE Batch A

Batch HKFPHAIRLINREARSHEIENRF, EIAERRR Batch IRFHEFHEIZIXLINEE, BIE:

Rl (FESS)
kit

I
NARERE

SRR EEENIKFPRIIIEE. TLISHEIR Batch KPR T RAAECEIX LLINRE,

RIS

RBHIEFTETR, GIANTFHETE Azure Storage FEJ Blob, EESHIZIFHITFHEIK.

IEIES izt

1. EopErtlERl Batch fRSS, FHIIERECERRIEH.

az batch pool list
--account-endpoint <NewBatchAccountEndpoint> *
--account-key <NewBatchAccountKey> *

--account-name <NewBatchAccountName>

az batch job list
--account-endpoint <NewBatchAccountEndpoint> *
--account-key <NewBatchAccountKey> *

--account-name <NewBatchAccountName>

2. EEWGLES, WHRHH Bach ISHEBTERLIEIEL,

iR

SRIAZH Batch IRSTEMIEST, ATLUMIIRBCEATIR Batch RSSFIEEA,
BE

BELLELE, BELMINE Azure Batch lRBA—MXIEFBEIS— K. BRREIBIREPFECES—
£, LUBREIEERREIRS . MRBIUHAEE, FJLISHE Azure BTISHHEERR Azure KRS,
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T REME#HAT Azure Batch IRSBAVTERS, HBXSE U

Azure Batch &8
1£ Azure | JP =I5 Azure Batch T
{$F ARM #1845 BlZE Azure Batch T

EHAIEER, BERREAY Azure STFEFEIRA.
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https://docs.azure.cn/zh-cn/batch/
https://docs.azure.cn/zh-cn/batch/batch-account-create-portal
https://docs.azure.cn/zh-cn/batch/quick-create-template

1E#2 Azure Cloud Services

BR

N
SEREM
BETIE
YERB T
- BLEEES
- EEEEmEXH
- EERXEESES
- RS

- EERR

sroe
=My
KINE Azure TIRS (JMESHS) N—IMXEFBRAIB— M XENSZR. BEEASZEE Azure =RSS (JMNE
) M— Azure KIERBEIS— MK, RIEEIHRHENSEEF RS ENX (.csdef) . IRFBEE (.cscfg) FIMR
S8 (.cspkg) MHTEBRXISEFZIE Azure =IRS (FMNESZTEF) , MIMSCHUE Azure mIRSS (IMESZE) I8

2 Azure BRI .

Bal, Azure mEESS (2H) BEFM, 7T 2024 F 8 B 31 BMAEREFER. &0 Azure =R (L28) ]
]\iﬂ

WG Azure =RRSS (£81) IBE Azure RS (IMNESSE) |, BS% Azure =IRSBHEXRAITREHLA,
A Y
Fo RS
1. BRI Azure =R (INESZHS) BEPBVEEMMZES, TLAEER Azure [JP. Azure PowerShell,

Azure CLI & Azure RRETEEENR (ARM 18iR) REEEIANLG, HREECE (.cscfg) X4
#9 NetworkConfiguration T5e05 | B EEHAMLRFIFM.,

SWFSRRSMTFR—EREFIEIINE, (X5 HRSEE (cscfg) MAFRIEINNEEMRELER. W
REINEIIZIRS (IMESHS) MTRNMNAEINSERES, BEEE (.cscfg) XEFIEEEIMMERITTE
Azure FRETEES ID,

- P ARErRRERE:
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https://docs.azure.cn/zh-cn/cloud-services/cloud-services-choose-me
https://docs.azure.cn/zh-cn/cloud-services/cloud-services-choose-me
https://docs.azure.cn/zh-cn/cloud-services-extended-support/in-place-migration-overview

<VirtualNetworkSite name="<vnet-name>"/>
<AddressAssignments >
<InstanceAddress roleName="<role-name>">
<Subnets>
<Subnet name="<subnet-name>"/>
</Subnets>
</InstanceAddress>
</AddressAssign

- AERFEPRIEIRLE:

<VirtualNetworkSite name="/subscriptions/<sub-id>/resourceGroups/<rg-name>/providers/Micr
osoft.Network/virtualNetworks/<vnet-name>"/>
<AddressAssignments >
<InstanceAddress roleName="<role-name>">
<Subnets>
<Subnet name="<subnet-name>"/>
</Subnets>
</InstanceAddress>
</AddressAssignments>

il SEMEERINTEVRES Azure RS (JMESZTH:) ‘MESEE HEEHE.

IRRERE: Azure BRREFETTMES Azure TIRSS (INESZFF) KEAEUER. RBEBRINZIEBRRERE,
PRE/IEES IFECEX S (.cscfg) PRUERIEN. ELAIATERER Azure EEINERZBRERTIRR
B (TEDFH) | LMERIRS (INESZFF) SFEAILUGRIEATEFEERBRERFTRES. AL

£ Azure [JPREIEZSRIRERE, HAILAER PowerShell B, HES=RSHERNKEFMT DI

TIRRERE.

HEETE

ARz, ERRECSEESELUTRM:

1.

— BRI Azure 1T,

B2ERAT Azure CLI, HEERER,

ERRIKS BEIRKIEH BRXISHIR.

TRERER Azure =IRSS (INESHR) IRBLEEHUTIVES, HEFMBHIEEE®.
ERFERAIIRSEN (csdef) . ARSSECE (.cscfg) FIARSSEL (.cspka) S,
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FELE

EIE=ARSS
56, EILEBTR Avre SRS (MEXH) B,

az cloud-service power-off *
--resource-group <ResourceGroupName> *
--cloud-service-name <CloudServiceName>

HETEMEH

R Azure =R (WMESZHS) IRSBEN (csdef) . IRSSECE (.cscfg) FIIRSE (.cspkg) 314, aTLABSLATA
B

1. HESRXEERER Azure RIRSS (INESTHY) BIREXINAY Azure TRHEIKF, TEFRAEIKP SRR AT HEIRI R,
AT TR

2. #£ Visual Studio $#FIRIRL Azure =PRSS (INESZF) TNE, BT T8 THREERSE.

M EEFERRAES, ISR RN SE T IMERREH— L.

EBirXIgeIR=IRS

£ Azure BRI RIER Azure =RSS (AMESZS) &BIR, ATLABELA TSR
1. B Azure [JPERE Azure =R (IMESZHE) |, 8WEFR Azure [JPEHESIRS (JMESZEF) .

2. 18T Azure PowerShell 282 Azure =IRSS (IMESZEF) , &U(#EF Azure PowerShell ZPE=IRSS (IMESZ

) .
3. BT ARM HEHRERE Azure ZARSS (INESZHF) |, WA ARM EIRAE RIS (JNEZHS) .
4. (BT SDK BBE Azure mRRSS (INESZHE) , SW(EA Azure SDK HIEZRSS (FMLESZHS) o

IEIES iz

1. SEiERBIER Azure =IRS (FMESZHRF) FHIGUFELRE.
az cloud-service show *

--resource-group <ResourceGroupName> *

--cloud-service-name <CloudServiceName>

2. il Azure ZARSS (MESHS) HHEREIERIET, FINETNESAEARSHY URL,

32


https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-portal
https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-powershell
https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-powershell
https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-template
https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-sdk

im IR
HIAST Azure TGS (SNES) EMIETE, UMK Azure TR (SHESH) FUBXER,

az cloud-service delete *
--resource-group <ResourceGroupName> *
--cloud-service-name <CloudServiceName>

B4
BT LSRR, 1EEEMI Azure ZfRS (FMESHF) N—MREFBEIS— X, BHEDIZEESDF
MeES—F, IIBERIIEEREIRS T, NREENHAETE, STLASE Azure BF5SHEEERFR Azure 5iK3Z

1

BH—E TR Azure ZIRSS (INESHF) AB, BESEREXIE:

Azure =R (£HE) XHH
15 Azure RS (FHR) TRE Azure =R (IMESTHF)

Azure ZfiRSS (IMNEZHF) XA

EHAEE, BRG] Azure STFFEIRA.
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https://docs.azure.cn/zh-cn/cloud-services/
https://docs.azure.cn/zh-cn/cloud-services-extended-support/in-place-migration-overview
https://learn.microsoft.com/zh-cn/azure/cloud-services-extended-support/?view=vs-2022

1EF® Azure Virtual Machine

BR

1A
{#F8 Azure Resource Mover BHTEEIWAITR
- FoR&EH
- EEm
- IBEE
{#F8 Azure Site Recovery SHTREHIWANTRS
Ste

LA

AFMEEIESEUEE Azure I (VM) N—PREFBRIB— MK,

1EETLASERE {5 Azure Resource Mover B TREHAN AT a& (53 Azure Site Recovery BHTRIMNAIER 8975
A TERS.

{6 Azure Resource Mover ##{TERIATIS
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https://docs.azure.cn/zh-cn/virtual-machines/windows/disk-encryption-portal-quickstart
https://docs.azure.cn/zh-cn/virtual-machines/windows/disk-encryption-portal-quickstart
https://docs.azure.cn/zh-cn/virtual-machines/disks-enable-customer-managed-keys-portal
https://docs.azure.cn/zh-cn/virtual-machines/disks-enable-customer-managed-keys-portal
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https://docs.azure.cn/zh-cn/entra/identity/managed-identities-azure-resources/overview#managed-identity-types
https://docs.azure.cn/zh-cn/entra/identity/managed-identities-azure-resources/overview#managed-identity-types
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https://docs.azure.cn/zh-cn/azure-resource-manager/management/azure-subscription-service-limits
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https://docs.azure.cn/zh-cn/reliability/availability-zones-service-support
https://docs.azure.cn/zh-cn/reliability/availability-zones-service-support
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https://docs.azure.cn/zh-cn/azure-resource-manager/management/azure-subscription-service-limits

X7

ST RN AMRERRIABERINT: 1. FIRREMNAMRESIAIEIREN 0. 2. SHIREMTIAEEE
. 3 IRIEFARIERATH AR, 4. EEFXE, £/ IAC (BAiRiERMUE) TR (40 Azure BREIE
ARt&EMR. Azure CLI 8 PowerShell) {ERSHAMRIREFEEZEMTANES. 5. BKEEIRKIKE BiREUTR
t&REs, flan infs Mo PNAEDT XK. RN, BEEE SIS B9 PESHIFRET R,

BESFWRFESE & Azure IR SENEMLEIS— X

=LA
IR, BEEEU TN

EFIEI: EREETREEFIGREMTAMEELFIEIREN 0, XSSEELHNSHL, MmN R
FatE.

EMERERE: TETXEENRERNTRTESEEEIRS T, BERBRTRIRIISHRESE.
HIERIPIER: MRIRIEIERTR, TRSSEEURERARY, ML,

ARSI, EEIRAMTFIATNES: - S8R BRTCIBASEOMMEXEIE. - SiFiESIEmE:
A SRIEEBHITIERS, AS/IMEIRFRISAE,. - MRIMRIGIE: SR TeRBAERNN, J0E
B BRECE.

#i DS TEEFINEEREA, BRI IGE.

WNEBENTAEE, TTLle% Azure BT MRYEREER Azure IR,

BXEZER: * Bk EUTEEIE ERIFTEIIRIR. * TR S Azure HREESRER. * EH
Azure WIFEERRMIA, * FREX EMTHMREMIA, * [hE Azure KEMEIA, * THEME EFERERR.

39


https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-virtual-machine-scale-sets
https://docs.azure.cn/zh-cn/virtual-machine-scale-sets/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/azure-resource-manager/manage-resource-groups-portal#export-resource-groups-to-templates
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https://docs.azure.cn/zh-cn/web-application-firewall/ag/application-gateway-web-application-firewall-portal
https://docs.azure.cn/zh-cn/web-application-firewall/ag/migrate-policy
https://learn.microsoft.com/zh-cn/azure/architecture/example-scenario/gateway/application-gateway-before-azure-firewall
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https://docs.azure.cn/zh-cn/dns/private-dns-import-export
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https://docs.azure.cn/zh-cn/expressroute/expressroute-locations
https://docs.azure.cn/zh-cn/expressroute/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/expressroute/expressroute-howto-add-gateway-portal-resource-manager
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https://docs.azure.cn/zh-cn/azure-resource-manager/management/azure-subscription-service-limits?toc=%2Froute-server%2Ftoc.json#azure-route-server-limits
https://docs.azure.cn/zh-cn/route-server/quickstart-configure-route-server-portal
https://docs.azure.cn/zh-cn/route-server/quickstart-configure-route-server-powershell
https://docs.azure.cn/zh-cn/route-server/quickstart-configure-route-server-cli
https://docs.azure.cn/zh-cn/route-server/quickstart-configure-template
https://docs.azure.cn/zh-cn/route-server/overview
https://docs.azure.cn/zh-cn/route-server/peer-route-server-with-virtual-appliance
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"$schema": "https://schema.management.azure.com/schemas/2019-04-01/deploymentParameters.json#",

"contentVersion": "1.0.0.0",

"parameters": {

"trafficManagerProfiles_source_tmconfig_name": {

"value": "<source-traffic-manager>"

L

"sites_tm_webapp01_externalid": {

"value": "<resource-id>"

L

"sites_tm_webapp02_externalid": {

}

"value": "<resource-id>"
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9. EERREENR, EEYREIRTIII templatejson 3,

10. WMRFEEHLERIEE, BEEK resources > endpoints TXINAYEMEHE.
11, HFAEZRESRTEERT .

12. BEREAMER >IN, SEESREEEREE MRS,

13. EFEEAER>RRE, EEEEREETESRREMEERNERE.
14, EFREAER>XKE, SEEEREEEREE N HEERMXE.

15. HNEAER > REEESRREN M SREBIER.

16. HNERER>ERER TR ID 251ER.

17. EERSEIIHOIE,

18. QIR LIERRREEERERE .

BEES M

1.  BIRESESEENAHAI DNS MG a4 i TIIEN.,

2. BEEERLARERSEEER, SRR EEERREHRNRESTEFLE. B LDNS AIgiERE
77 BRECEX SR, EERRREXMCR, RFFH—RINEUBRAIEhEBEHEE T HIREE
HRRECE .

EETEIs)
BIESER

SRR SEERETL, ERETUESHREAR S EERE SR, TSNS,
245

BYLA LR, SELRBINEG Azure Traffic Manager Bt& M —MNXIENFBREIS— X, BRERETBISRE
PP ET—F, LAERHIEEREIRS TR, WNREBRNEMEERR, ATLASE Azure BT XRHEELR Azure 1
7 SE =

WHEH—F THE Azure Traffic Manager 1T858, BISEHERIIHY:

Azure Traffic Manager A
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https://docs.microsoft.com/zh-cn/azure/traffic-manager/traffic-manager-metrics-alerts
https://docs.azure.cn/zh-cn/traffic-manager/traffic-manager-overview

Azure Traffic Manager {f2

BUEEFAY Azure Traffic Manager

eI, BERREA) Azure STFEFEIRA.
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https://docs.azure.cn/zh-cn/traffic-manager/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/traffic-manager/quickstart-create-traffic-manager-profile

1E#% Web Application Firewall (WAF)

i

SRR EREFMXT WAF (FIIEI) , WIEBIRUE (BRI P it S RIRaIN AR KERE.
PR TR S M RRAIN R A RIR BT RIFR E.

A\
FoRFF
HA Azure TRV BRXE I N ARERFRX SKU,
5% T fRN AR R KT B HIRTE R SS BRI RIS, RS TiER RAIBRSS RIS SRR RER.

- HHREMIERINBRERRXF A BB AR SRR S TR 2 AR aISE AL,
TR FEFMKRIERE, WS EHAMU T FRRINRE:

-  AmRECE (AH/ERIP)

- [EmtER (B0 VM, EEHEIHESE, Azure RZFEARSS)

- TRz

- Certificates

- PHNRE

- EiREx
RFR B MU BRIR TR MK FRE BRI SRR S A IR R AT E AT AISEAIEL,

FELER

TSNS 15 Azure N FEFEFRICH] Web [ FIAEFRRONES (WAF) IEREI5—XIE LAY S ARTRL R,

HXSEXIE

Azure Application Gateway 4
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https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-app-gateway
https://docs.azure.cn/zh-cn/web-application-firewall/

1E#® Azure Load Balancer

BR

&

FoRF

HEETF

TBER
- SHATH 1P HUHRIRFERE I K
- SHARYERREIRASE R ETXE
- WRIFS

- EERR

1)1y

HERLBRT, FTERERS Azure EEANREIIERMA— M RIBTBEERZS—MXE. g, (RIsE8Ee)
gER— I RAEREENRHIIESRE TN, (RERTRREERERSENT R R B ERmBE S — XA,

BRIRSHHE Azure RITRS G EISERRLA. B, FILIER Azure BIREEFERES HAHIGER00IE
BCEMALL 1P ik, VT, 7E Azure [FERBEIR—XIE, HiER: BRBIIERILL 1P SHEIFEMER,
RIEEITXEIENSE, ARZEREBERHXE.

A Y
Fo RS
TRIRIR Azure TREISERST Azure BIXIE,
ToiEE Azure Kigiz [BIRSEEIDERS.  WIUSHTHI B IE RS XE R B iR g A EIE.

EESH Azure REIYERRECE, FHRERIRES—XEEIE Azure TiEtYERE, FTERE WEES5EH
BEESHRIIEE.

HERERNSEGBNAREEERNRERR. WHEEEEFRTARIIER. WxkeH, A% P HE
ARIES,

IBIAIE Azure TR B RIFEBRX GOl T EIERR. NEFERRFSIFHR], ERATHREE.
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HRITRAEBRIRIR, LSO MIGadtdess.

SNERIEMRIIEAEER Azure TREidETRs - BifhR, NEETHRE] Azure REIDERS - tRMERR, S Azure
REIIESRNBER THRE R,

HETE

TRz al, EERREESEUT G

1. —BXEY Azure 1T,

2. EXIGFIERXIGAORR.
3.  Azure CLI B&LEHEE.
4,  RBRENREIESEIREEAEEHTINES, FEBXARCESED.

FELE

St P ihHRIRFHEREEIFAX 1K

1. BFRE Aure P, RRIEEFERR.
2. HEIREIYERRMERRY AL P I, FRISHEITH.
3. IEERE>SUHER.

4. FEESHIER TUHERAYEE".
5. ERUWESEC, EEIRIEESPITH parameters.json 3X{4.

6. BERE N P HUERR, BEEREAL IP BFRH parameters T value BIHEEXAEIRALL 1P bk
B, BESREES ST, EREERESRTIEERE .

{

"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#"

"contentVersion": "1.0.0.0",

"parameters": {
"publiclPAddresses_myVM1publP_name": {
"value": "<target-publicip-name>"

1
1
}

7. ERREER, EEARERRTRIIIT template json 3X{4

BRIBEIE I 1P BEINBERXE, {EEX resources Y location BIHE.

iy
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"resources": [
{
"type": "Microsoft.Network/publiclPAddresses",
"apiVersion": "2019-06-01",
"name": "[parameters('publiclPAddresses_myPublP_name')]",
"location™: "<target-region>",
"sku": {
"name": "Standard",
"tier": "Regional"

by
"properties": {

"provisioningState": "Succeeded",

"resourceGuid": "7549a8f1-80c2-481a-a073-018f5b0b69be",

"ipAddress": "52.177.6.204",

"publiclPAddressVersion": "IPv4",

"publiclPAllocationMethod": "Static",

"idleTimeoutInMinutes": 4,

"ipTags": []

}

}
]

EERMXEERD, BE0Y Azure (5, KBRBEAHSHRIIKEETR,
ERJLMRETR K E SRR PRIE M SEL:

- SKU: BJLAEEEIE 1t 1P #"RY SKU M standard EEA basic 8¢ M basic B
standard, RZE7E template.json SEFEK sku THI name BIEERIAT:

"resources": [

{
"type": "Microsoft.Network/publiclPAddresses",
"apiVersion": "2019-06-01",
"name": "[parameters(‘publiclPAddresses_myPublP_name")]",
"location™: "<target-region>",
"sku": {
"name": "<Standard/Basic>",
"tier": "Regional"
by

- RN TLAETERXEREREN AT P IUAIXE,.  RKEEXEENE, S8
H P EEATKE, TLUSERMKIEREIBXEAT IP, HEEESER 3 MXIERAEXKIETT
Rt p,
"resources": [

{
"type": "Microsoft.Network/publiclPAddresses",

"apiVersion": "2019-06-01",
"name": "[parameters('publiclPAddresses_myPublP_name")]",
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https://azure.microsoft.com/global-infrastructure/locations/

"location": "<target-region>",
"sku": {
"name": "Standard",

"tier": "Regional”

b
"zones": [
"
o
vg
L
- P FEFENZMEER: SJLUETH publiclPAllocationMethod” BB Static” B A
“Dynamic”, &Z M “Dynamic’EB B9 Static”, FEHANTL IP HEEA L. BILUEE
1% idleTimeoutinMinutes B EEXAFTEERENTHENE, BINMER 4. EELRIERSET
privi U C N
"resources": [
{

"type": "Microsoft.Network/publiclPAddresses",
"apiVersion": "2019-06-01",
"name": "[parameters('publiclPAddresses_myPublP_name")]",
"location": "<target-region>",
"sku": {
"name": "Standard",
"tier": "Regional”
L
"zones": [
"
o
w3
L
"properties": {
"provisioningState": "Succeeded",
"resourceGuid"; "7549a8f1-80c2-481a-a073-018f5b0b69be",
"ipAddress": "52.177.6.204",
"publiclPAddressVersion": "IPv4",
"publiclPAllocationMethod": "Static",
"idleTimeoutInMinutes": 4,

"ipTags": []
ERERIESEPIEERE .
EERERNMER >, EREEE A P b EREEIRITIR.,

EFEAER>RRE", ISREEE N P i EERNERE, TLUSE S kABRA P 8l
EIRIEIRE. BRRFMARIRSMEHREL L 1P (FRERERE.,

N ERER > K RERIRE NI BRI,
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14.

15.

16.

17.

EIRES, A A IP D BIREE SR parameters friges PRI NRISFRAEILE.
yrizi= =l LIpa s cllfE N
e AU LARRE BiR AT 1P ik,

WMREBEZ A 1P ERTHERNNREIERAIHIL NAT, BES LAPRSHE " NMHIEAE 1P
FRESSEI BRI,

S GREEERIRH N EEIFHX

1.

BRE Azure ], REERFRBERR

KR EIRA B ERE FRE RS,

R IRE > SHIEIR .

SR SR TR S,

S RIESE, EEGRIERETFIFF parameters.json 324,

ERRE QHIYERR BRI, B REIIERR BIRY value BIHEESVHIENSER. BIBETE
315,

"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#",
"contentVersion™: "1.0.0.0",
"parameters"”: {
"loadBalancers_myLoadbalancer_ext_name": {
"value": "<target-external-Ilb-name>"

"publiclPAddresses_myPublP_in_externalid": {

"value": " <target-publiclP-resource-ID>"

L

EEIRE REIYE R AL P IEATERIES B OIE AL P MUEAYE, YRSRBUZER ID, A
[EIEEFENER] parameters.json X4, FREX ID S£¥:

1. AES—MNESREEEOY, BRE Azure | JFHERSRRE".
2. KRETELSERPCIEN AL IP B, FIFRZER.
3. EERRESEI.

4. AN, RUEBREER IDFEEHEHZEMR, &E, TLUEE TR ID'BEENR SHIZIE
MEAR

5. &R ID MMEEHES— M NSERE ARSI T wmIBS A fwigssRY value BIHE:
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"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParamete
rs.json#",

"contentVersion": "1.0.0.0",
"parameters": {
"loadBalancers_myLoadbalancer_ext_name": {

"value": "<target-external-lb-name>"

"publiclPAddresses_myPublP_in_externalid": {
"value": "<target-publiclP-resource-ID>"

L

6. IEERTF.

8. WIRAGEINEGIECE T Hik NAT FOHEHN, BBAMYHHPRERE=ANRE, ZRENMFHIEAT
IP R95NER ID, EBIRRIEFES BASELGRENHIG A 1P B FIR ID.  EZEIR 1D fhREE
parameters.json {4

"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",

"parameters": {
"loadBalancers_myLoadbalancer_ext_name": {

"value": "<target-external-lb-name>",

"publiclPAddresses_myPublP_in_externalid": {
"value": "<target-publicIP-resource-ID>",

"publiclPAddresses_myPublP_out_externalid": {
"defaultValue": "<target-publicIP-outbound-resource-ID>",

}I

9. IEERENRT>URIEENR, EEY4RIERETRFTFT template.json 3Zf4.

10. EEREIINIOEIEREEFEERIINBERXE,, 1BEK template.json {4 resources T
B9 location B4

EERNXIFUERD, BE0 Azure (U5, KFRBENHSBIIXIEETR,

"resources": [
{
"type": "Microsoft.Network/loadBalancers",
"apiVersion": "2019-06-01",
"name": "[parameters('loadBalancers_mylLoadBalancer_name")]",
"location": "<target-external-Ib-region>",
"sku": {
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"name"; "Standard",
"tier": "Regional"

11, EAILMREE R R E SRR PRI S

- SKU: RILERETIG MEIEEE I SKU IR ERNEE, SEN R ERNIRE, R
1L template.json XX "sku” T name BRI :

"resources": [
{
"type": "Microsoft.Network/loadBalancers",
"apiVersion": "2019-06-01",
"name": "[parameters('loadBalancers_mylLoadBalancer_name")]",
"location": "<target-external-lb-region>",
"sku": {
"name": "Standard",
"tier": "Regional"

- eI STLUBRIETE template.json LR loadBalancingRules TeRiRiNsifiifeskH, 7=
BeEAINEpR B SR :

"loadBalancingRules": [
{
"name": "mylnboundRule",
"etag": "W/\"39e5e9cd-2d6d-491f-83cf-b37a259d86b6\"",
"properties": {
"provisioningState": "Succeeded",
"frontendIPConfiguration": {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('loadBalanc
ers_myLoadBalancer_name')), '/frontendIPConfigurations/myfrontendIPinbound")]"
b,
"frontendPort": 80,
"backendPort": 80,
"enableFloatinglP": false,
"idleTimeoutInMinutes": 4,
"protocol": "Tcp",
"enableTcpReset": false,
"loadDistribution": "Default",
"disableOutboundSnat": true,
"backendAddressPool": {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('loadBalanc
ers_mylLoadBalancer_name')), '/backendAddressPools/myBEPoollnbound")]"
b,
"probe": {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters(‘'loadBalanc
ers_mylLoadBalancer_name')), '/probes/myHTTPProbe")]"
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]

#R: FILUBISAE template json SC¢HAY probes TeRRMIEUIRAE, FERE-FRIGLIA A3
BRI

"probes™: [
{

"name": "myHTTPProbe",

"etag": "W/\"39e5e9cd-2d6d-491f-83cf-b37a259d86b6\"",

"properties™: {
"provisioningState": "Succeeded",
"protocol™: "Http",
"port": 80,
"requestPath": "/",
"intervallnSeconds": 15,
"numberOfProbes": 2

]I

Al NAT 81 :  STLUEIZ7E template.json SX4HHJ inboundNatRules THRINEMIBREE, Xk
DNEkApR B SRR NG, NAT HER :

"inboundNatRules": [
{
"name": "mylnboundNATRule",
"etag": "W/\"39e5e9cd-2d6d-491f-83cf-b37a259d86b6\"",
"properties": {
"provisioningState": "Succeeded",
"frontendIPConfiguration: {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('loadBalanc
ers_mylLoadBalancer_name')), '/frontendIPConfigurations/myfrontendIPinbound’)]"
b,
"frontendPort": 4422,
"backendPort": 3389,
"enableFloatingIP": false,
"idleTimeoutInMinutes": 4,
"protocol": "Tcp",

"enableTcpReset": false
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BEFTAE NN NAT SIESAINEMER, ZRULRES type BIEHIE template. json X4
HRE, SEFASEMR:

"type": "Microsoft.Network/loadBalancers/inboundNatRules",
"apiVersion": "2019-06-01",
"name": "[concat(parameters('loadBalancers_mylLoadBalancer_name'), '/mylnboundNATRule")]",
"dependsOn": [
"[resourceld('Microsoft.Network/loadBalancers', parameters('loadBalancers_myLoadBalancer_
name"))]"
I
"properties": {
"provisioningState": "Succeeded",
"frontendIPConfiguration”: {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('loadBalancers_my
LoadBalancer_name')), '/frontendIPConfigurations/myfrontendIPinbound")]"
by
"frontendPort": 4422,
"backendPort": 3389,
"enableFloatinglP": false,
"idleTimeoutinMinutes": 4,
"protocol™: "Tcp",
"enableTcpReset": false

g . STLAEIE 448 template.json SZHFHRT outboundRules B, EECERINEMIPRHLL
WUIR

"outboundRules": [
{
"name": "myOutboundRule",
"etag": "W/\"39e5e9cd-2d6d-491f-83cf-b37a259d86b6\"",
"properties™: {
"provisioningState": "Succeeded",
"allocatedOutboundPorts": 10000,
"protocol": "All",
"enableTcpReset": false,
"idleTimeoutInMinutes": 15,
"backendAddressPool": {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('loadBalanc
ers_mylLoadBalancer_name')), '/backendAddressPools/myBEPoolOutbound")]"
b,
"frontendIPConfigurations": [
{
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('loadBal
ancers_myLoadBalancer_name")), '/frontendIPConfigurations/myfrontendIPoutbound’)]"

63



12, fERESRTIEERT.
13, EFREAER>ITH, SRR REERNSEIRIT.

14, BFEAER>RRE, NSRERREYERMENERE. JLUGERE I RN ERIMR iy
SREEFRIRIRAE. BRERERARRESRABIERIIRRRESIRAE.

15. HNEAER> X BERENREIYERISHERXE.

16. EIRE"F, WIABTREDR S HITE parameters JRIEEE M NNBZFFELE., HARTAEETHIFIEA
HIPEFRTHIR D,

17. EEREIIHOIE.

18. G AR, SeAABIIERRINRIRSE.

BEAE St
L R RN RIS,

az network b show *
--resource-group <TargetResourceGroupName> *

--name <TargetLoadBalancerName>

2. WRFRIREIEREERSIER TF.
ETEOes
iR IRER

SR RBIIERIERIET, TLMRRXIEN BRBERRFIRE R IR,

az network Ib delete
--resource-group <ResourceGroupName> *

--name <LoadBalancerName>

ST

=M

BELLELE, SELRINSARIYESRN— I REIRIS— K. BHEEEBEEPFMEES—F, L
B EERRTARSS I, MNRBEUTAEDM, ATLISE Azure BEF5HEEERR Azure ARSI,
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H—E T RAMET Azure RERIEEEAITRS, BESEEXGY:

Azure TREISERRHLIA

Azure SEIIERRHGE

BUEEHTHY Azure TRERIMESS

Azure BT ERR N B FHRE TR

EHAIEER, BERREAY Azure STFEFEIRA.
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https://docs.azure.cn/zh-cn/load-balancer/load-balancer-basic-upgrade-guidance

EFZ Azure NAT €

i
Azure NAT WX E—MceEEERREISRAIMSEINEEE (NAT) BRSS. HJLAUER Azure NAT RKIEERFR
FRRIFTASLAIHIAREEIERER Internet, FRMRIS=E2EM,

NAT RRSEAIRBEERM— M KEBER— XK., —MRRRTSIEZER Azure HIFFEBERIESIIA NAT WX
KERRFBRIRBENXE. AE, ERRKIEPEIE NAT MXASHLE, AEEHaINERSHLGIXER. 5
B9 NAT RXFEFRXIFIE TR, SRR BT ERRIIAsEAl.

{SHESE
TGS RACIERNE, ISR Avure MIARIIEE MR TR,

EE ST

TEERREBZES—MXIBSEEMECE NAT MK
HEN]: {EFE Azure [ PRI NAT f%

NAT RYRH1R] R X IE,

{EF8 Azure NAT RS REHALS
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https://learn.microsoft.com/zh-cn/azure/cloud-adoption-framework/relocate/select#select-a-relocation-method
https://docs.azure.cn/zh-cn/nat-gateway/region-move-nat-gateway
https://docs.azure.cn/zh-cn/nat-gateway/quickstart-create-nat-gateway-portal
https://docs.azure.cn/zh-cn/nat-gateway/nat-availability-zones
https://docs.azure.cn/zh-cn/nat-gateway/nat-gateway-design

1EF® Azure Network Watcher

=11y

Azure PIERINERFER (Network Watcher) ABABEERN—MRIBITHEIS— MK,
REERFEFRIIEE Azure RIISARUIRSS, AT REMZETRERE.
AN Bin s e AN EC EFT M ENIRIE R, Rfa, WRIBMNEMF MR ERIEER.

B4

EEFIMETRERI, B EUA ISR TNISIE.
WNERBENTAEE, TTLIS%E Azure B MRYEREAR Azure AT,

BXEZER: &R MENEIEFMA, * THREX RS Azure WENEEFNESER. * THEX
MEZ2ARHSICRNESER. * [EEX EELUENRE. * B NENEEFIELEDERE, —
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https://docs.azure.cn/zh-cn/network-watcher/network-watcher-overview
https://docs.azure.cn/zh-cn/network-watcher/network-watcher-create?tabs=portal
https://docs.azure.cn/zh-cn/network-watcher/nsg-flow-logs-overview
https://docs.azure.cn/zh-cn/network-watcher/connection-monitor-overview
https://docs.azure.cn/zh-cn/network-watcher/frequently-asked-questions

g Azure EBHEHEIRSEH)

i

BRIASHFE Azure KIFIEH Azure ERMERIRSIAI. BAJENEERR Azure RIFHFEZFAIIEEIEREIRSS.
{StRIE

ETEAIRESRAVSHIRE), ESR EE Azure FIZRAER: HBFETZDA

S

1. MWMECHEZRSERNMEER, FlUltmERIISES. B, BN, Azure Paas IRSS. Azure &
FH DNS RS,
2. TREFFBEERESNEE. T8 DNSERE.

FELE

Xt I ERR R ERIARSS

1. EFEETREERSERNEREIR.
2. HBRBESEREFRIRERSIIERRITRE BRI,

3. IR HEEEIRSHS BIRENaEIYEE. ECIRTRMEREE, STLUER Azure 7. PowerShell 8
Azure CLI,

BRI !

- IEEREEHPEECRENRNG 1P EE.

- EEFETREEIRSSAY NAT IP AT,

- IERSREREERSERNEREERSRE.
4. BERRERENHBEINIRENREMNST.

5. TR DNS XiE(EPAUESECE DNS FIRE.

£33 Azure PaaS RS

1. MWREATEERERN Azure [RBEETBRBRKE,., BXSHFERMEEN Azure [REBHVER, BE5IH
Azure TREYEE AT,
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https://docs.azure.cn/zh-cn/private-link/create-private-link-service-portal?tabs=dynamic-ip
https://docs.azure.cn/zh-cn/private-link/create-private-link-service-powershell
https://docs.azure.cn/zh-cn/private-link/create-private-link-service-cli
https://docs.azure.cn/zh-cn/private-link/private-endpoint-dns
https://docs.azure.cn/zh-cn/private-link/availability

2. EESEHERETRREREEE Azure IRSBUTTHAMER Azure THEEHZE. X TFITREA Azure IRSSBIE
THEER, B2IHEX Azure IRSIVEIE. W, 202 [FERERALESIE Azure Functions 5 Azure FZHL
WILREERK.

3. TREFFENEEXRENRESES DNSIRE.

, = —
SRR
EEFRXKISEFFETEEEINTERER, BKAFNERAMARR—MERE, LRIz,

SENE

Azure EFFEZAT AN
A2 Azure TFERE

HARERRER
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1EF® Azure Virtual Network

BR

&N

FoiRFM

EETE

TR
- SR
- (BHUER
- BU# Virtual Network
-  BEg& Virtual Network
- IBXREER
- RIS

- FERR

LA\
1|71
BRIASHFE Azure RIEGERBREIANES, Bl I E BRI el AUEIME, FHEIREIREIXLEEU
Mggtpﬂ

AFMEEIEHEANTIE Azure EEHIMES (Virtual Network) M—MREGFBEIB—MXEL. TN RBITER
XIS EHTERE EIAMEAITUSE IS B KT, EFEPERSIFE N TERBRIRITER, WFFER
XIRIER IP HASEER . EIUER ARM FREIR RIS ENNE,

FoRF
TR S BB S X T 20,

LRSI FHIE

- fAEIgEEs

- FBAPEMAEEH (UDR)

- NAT R

—  DDOS &Pt

- RWEZEE (NSG)

- (REBTH P it (AILES P i)
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- NFEEFZ24H (ASG)
AR IARMEA TR Azure XigH,

PITSHEMRSHEREER, ER—XEIRENNESHNEE, T2 NESS5E BEHESRINGE.

HERMNSHBMNAREEERIAERR. WHBEEEARTRMIYERSR. MELLE (NSG) Mt
1P,

IE Azure TTRREBRIFE BRI EMNG, SECHATHREE, BRI ].
TR ESSEI:

- NREATH PUBTEER, WeTLARMEINTREIANERIZ N TIERE.

- EEREISEOSERXE T ERMARTR 1P ST E AT,

- WNRKREBGXETERER P titEXN, WARBEERAHRS (23 1P ibih) BUFEERX
A B BB SRR R,

HEETE

Az el BRREEEESUTRG:

1. —EXRI Azure 1T,

2. RKIEFNERXIERIIR,

3. Azure CLI EREHE BT,

4. BHBEMENEERF NSC HEANSHFIENK,.
5. EMEMMNELEHE (NSG),

6. %M DDoS Ry,
BT

SitEtk

SHEA Virtual Network IZEFHSERY ARM 15y,

1. BRE Azure ],

2. EEREMBERE, ARIEERN Virtual Network,

3. IEERRE>"SUHER.
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https://portal.azure.cn/

4. IEFESSHEGEE.
5. &R SHERTRPH T
6.  IEIN Azure TP TEHEIRMAY zip FAEXE, FHRERIAME,

It zip FE4ES 4B SLERERAY template.json F[1 parameters.json FENIA4,

(EviiRiR

INEFHERGZENR, LUERTLATE B RXEBIZHAY Virtual Network,

1. & Azure [ JPHR, IBERGIBREIR.

2. EERRSHOHZ HRNEREE", A/EE ENTER,

3. IEFERIRHE (EREEXERHE) .

4. EERQIE.

5. G TEfmIERRTTEME SRR

6. EEMENM, ARSEEE LT TEM template json” 3T .

7. BT “<target-virtual-network-name>" %A B4R Virtual Network 2255 ,

{

"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#"

"contentVersion": "1.0.0.0",
"parameters": {
"virtualNetworks_myVNET1_name": {

"value": "<target-virtual-network-name>"

}
8. BUI RS “<target-region>" Ei N EIRXIE,

"resources": [
{
"type": "Microsoft.Network/virtualNetworks",
"apiVersion": "2019-06-01",
"name": "[parameters('virtualNetworks_myVNET1_name)]",
"location": "<target-region>",
"properties": {
"provisioningState": "Succeeded",
"resourceGuid": "6e2652be-35ac-4e68-8c70-621b9%ec87dcb",
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"addressSpace": {
"addressPrefixes": [
*10.0.0.0/16"

D,
R LATRYE T K S SUEMR PR Rt S48
Huhk=siE] . (254 resources>addressSpace THEX addressPrefixes [B14IE R REHARILZAIHELEZSE],

"resources": [
{
"type": "Microsoft.Network/virtualNetworks",
"apiVersion": "2019-06-01",
"name": "[parameters('virtualNetworks_myVNET1_name")]",
"location": "<target-region",
"properties": {
"provisioningState": "Succeeded",
"resourceGuid": "6e2652be-35ac-4€68-8c70-621b9%ec87dcb",
"addressSpace": {
"addressPrefixes": [
"10.0.0.0/16"
]

FM: oTLUBITERIZIEIRAY subnets TREXFRBFRFAFRIBUSEsEESRIINS. JLUETE
® name BHREXFMEFR, TLUBITER addressPrefix @R E S FRItEiZs/E],

"subnets": [
{
"name": "subnet-1",
"etag": "W/\"d9f6e6d6-2c15-4f7c-b01f-bed40f748dea\"",
"properties": {
"provisioningState": "Succeeded",
"addressPrefix": "10.0.0.0/24",
"delegations": [],
"privateEndpointNetworkPolicies": "Enabled",
"privateLinkServiceNetworkPolicies": "Enabled"
}
by
{
"name": "GatewaySubnet",
"etag": "W/\"d9f6e6d6-2c15-4f7c-b01f-bed40f748dea\"",
"properties": {
"provisioningState": "Succeeded",
"addressPrefix": "10.0.1.0/29",
"serviceEndpoints": [],
"delegations": [],

"privateEndpointNetworkPolicies": "Enabled",
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"privateLinkServiceNetworkPolicies": "Enabled"
}
}

]

10, {EHGERIE, BERR “template.json” ST FERGGRIE
€& Virtual Network
1 BASEEEIE:

—  iTH: ¥IE Azure iTH.

- WEE EEEKESRA

- Rl BEEESERREEHEN Azure KIS,

2. KR BB, AlE .
BidE Virtual Network

USRI RLERERSSHIERY, EOIVEtEUNESHEREE, SEERRTINTR:

Azure BX 5
STEHEL
IRBERLER

ERREERERE A TRE, LSRR T R,
EEKREARIRIR
BRI RS SRS, (SR EIRT RS, DIFERRF R
oy
DNS fR552%
Rtz
TS MRS,

JEIES izt

1. HARTERREEESERIENNES, FEREREEER.
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2. WIEEMNESRESIERS, FERELIR.
3. WIENFRREFAEFMERRRN, WIRIERET.

iR R

SRR R XIEPIETIER, JLMMRIBNER:

““powershell
# MIBRR XA AR 45
az network vnet delete *

--resource-group <ResourceGroupName> *
--name <VNetName>

cik

&

Z

B LR, SBLmMINEG Azure Virtual Network N\—PMXIFFEEIB—NXIE, BRFEEIRLETNEG—
SEMFMISE, LUBGREIRERERS TR, MBRIBRAHEMIE, FJLSE Azure BT MAYEEAR Azure AT

1

TRRAIEHAT Virtual Network BTRE, FEXSEIRY:

. Azure Virtual Network f#EA
Azure Virtual Network Z{f2

Azure Virtual Network %/

B, BEREEAY Azure STIFEIRA.

75


https://docs.azure.cn/zh-cn/virtual-network/virtual-networks-overview
https://docs.azure.cn/zh-cn/virtual-network/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/virtual-network/virtual-network-vnet-plan-design-arm

FEREHL WAN

i
PSRRI Azure Bl WAN N— P RIIFBEIB— X, EER, Azure FEHl WAN ABARIFEIEAY
Xt EFEFNEHEINEESR.

FEXZHERT, BFERSMEEIIER, Azure FEHL WAN EXRIT RPN FRAIER~EFMm, —
BRI RR MK EIE— N Azure FEHL WAN, FHE5ZRIHIEEHL WAN HTEER, SNIRZRIRE
P IBR TRIREIARNZS (VNet) (UFRAERBRXE, NeJLABS EEMKIEFHEEIMENSI, FEERHED

LAB%E Azure Virtual Network RIT#HEE NS, TREEEDEERIFHRI Azure FEFL WAN F1, FHSEATLL
S GENEEESEY WAN 0 FRRE. MREENEIREREFFIBHNXE, WEEMASS6E

WrERSL (Hub) AOZERE, FEIMEREEIFRN Azure ERIUEM .

Azure [EH) WAN IR TS SENESERRET, FLCEERAIMT AL IES.

FZRIHES
THMEEHINEERE
- VHHIMBREL WAN BE: 2ENESRIEI WAN fUIRE, SERIINEE (VNet), EE. KH
K. VPN R3&F0 ExpressRoute RXZEE.,
- BRYSERE: HRTEEENEESED, IMEEIRIREPaHIEMATsEBRERS, RBliE
BEOBEPINGE, &, BBHZK. VPN RXFN ExpressRoute RIKATFMAIER.
HEBRRXIEXS
- TABGRKESHSETEREEN WAN INEEFIRIRER, BSXFMES, B2 =l WAN S1F
REFINIE —3
&ML SS RO 2R
- WSSt RBIBLV SN FAFIARS AT ZRIRIEEIL WAN, FHLE( TR+ alse
SZRIFNE, FHEXS KRS ARREEREHSFITT 8ERE R,
- FmAXEGE: SHEEXNENIFIZEXRE ((WSER). 1T Z4HEN. Z2ENE) 398,
FHRMEA ] 7 TR RIFIRT BRI & HR R (A,
- HRBEH: ReEAETREREMNAFMER, SRt TR RRIRT 8EA0ARSS .
HIERIXIEbE
- IEBEOEE: ERUSRERHTER, USIMEIISIETaIsm.,
- IEERRAR: HXRRSNBMIRS ERIGIMRRSREHEHEE, 4, REIGERY VPN ZE
Ry AR AR AR SS SRR R R SSROIESR M.
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- BRI SEFENEIRTR, DRI IR HIAA TR, MRS RERERIRE
AR
- WURERSE: T NUHETRNERERE, WIEFESRIREREIER. RRHXKETH
REfIL WAN FIfEXRIREEBIER TIF.
- BIENEECHR: REFANEEMNRRCR, IEETR IR mEMERSHEeE. &t
RIFORFIRETBERYIEIRE.

BUEEFREIEERL WAN FEid VPN &%

VPN EEFNEM WAN 2— AR5 EMARL IR,
1. TERRIXEReIE R Azure FEHL WAN

8l WAN

X =F+052

=l WAN &iFF=T Azure MEBRIERIES, HEESTERNES. THEAESO

EFEES

175 * | backteam-Test02 (MSFT-Sarah) v |
HiRE | rg-ym-cn3 ~ |
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EE#l WAN THERER

i * | China North 3 v |
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2.

BUERFAY Hub

BUEEHAC

BE 535S iE@s= ExpressRoute 3R =& + gl
EHHROE Microsoft FEEREIIME. ZHhOESERERERES, BTERAF NS (vpnsite)fiEE. TEESES

TEFEER
5 vWAN —#, BEERETERAZEE FEho.

o E = 7]
L ZEa = ]
BREIPOEEER
st * | China North 3 v |
EIR* I vpn-hub v l
RS RHEESE * © | 10.0.255.0/24 «]
EROER* O | 23mEatiaEE=TT, 3 Gbps BEE, Z52000 SEAIHL v |
ROBREERT * O | AS B2 v

BB i Bk

BRI

HE BER3BREE  Emvbs ExpressRoute  #RE =& + Al

HEESCEAMSERER(VPN ) 5EES VPN Mim. AIEEhOERTIEE, EETIEERIE T EEAE
R ERSHERINEE. TRERES o

SESORESIRES(VPN F2)? - = )

A

{EREF O | 65515 D|
RIS * © | 1 ST - 500 Mbps x 2 v |
BHEEEE O (®) Microsoft %% () Internet
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4.

BlEE VPN 5
BllEe VPN 355

E=>3
HEHAER

i
i

T
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EEE (&

LERHEER

X5 * | China North 3

E=5 i ‘ wan-to-wan

R ‘ Microsoft

ZFhiE=E)

[ 10.0255.0/27

IINEEE. WSRRAEN WAN iREEIE VPN Gateway, iXEHHER IP AT IS —NAFER, BRES

NeESIXEREE
B VPN 4

B B ==-0e
HEETEE O

BEER st REHRMEER 48 1P tpit/FQDN i BGP itk i ASN
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£ Hub FRi%fE VPN I
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EEEVPN VPN LSS RERIER.
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plset T R T =HE Ty T AR T RS Ty EEERTIRR
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7.  BEERFEIRE VPN Gateway Public IP ithiit

448 VPN pg=< X

BT =EEES VPN B, AILUS VPN iEsmEiEsli,

fEnsE O i
| 65515 @'ﬂ
PFgErET s ©

|‘1%’EE§I$JTE—500Mbp5x2 v|

FEEBEREn O

fi:' Microsoft

o
W=zE () Internet

VPN FIR3Lf 0

AP O | 12— |

=/ 1P itk © | 10.0.255.4 |

BHA BGP IP 131 © [ 10.0.255.13 |

B5EY BGP IP ik ©

TSt |
VPN RI%SER 1

IR SEtE O | |

EH P ek O | 10.0.255.5 |

EGA BGP IP fint © | 10.0.255.12 |

EEN BGPIP it ©
Rl |

8. EELLXRE, EFEE[I Azure EEHL WAN BIZ VPN Ui,
9. [FNAIZATEIE VPN fEERIFHRE ERAERATIRE 1 1P I ATLIERE WAN SRS IERIE. 52
BREEERRTS

+ FRVPNMS & EEvenes o venssss O B
=

SEFRERR N E Ty =G Ty B T EETERE N EERRE Ty EEETRR N
O] Ew s chinanorth3 > 1link O mHh O SiEE ¥ Connection Health

10. JUEEFEA WAN ZEMEiEE

EBFEXE VNET

. Azure Virtual Network XigiTi&i5r RS

© BEMRNSIERRIER WAN il
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FEIERELE AR VNET ZIFREIEIL WAN Hub R

IERFS SEREYT, BT IERRIES
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 Foostg () Refresh
bR R EE

China North 3

China North 3

|-
EEHIRIEE(0)

v EEHLIEE(1)

EEEER
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2. HI0EUFRAY Hub &

AN RS

TR *
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HiRA *

SRR

EBEE O

FEET ©

Ho
it

RERHEEE=

FEEIREE

EXE

FREEFES O

Bl

BEER O

EREETR BiralS

£STH, VNet R /EREHTF—ESIP O
= GEED

femEsiEs O

&< =

HXSEXIE

© R WAN I

« HUE: (EF Azure EEHl WAN SIS REINARIERE

*  HUGE: {£F Azure Bl WAN Bl P2S F3F VPN &z
©  HGE: CIESEEI WAN B ExpressRoute KEX
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https://docs.azure.cn/zh-cn/virtual-wan/
https://docs.azure.cn/zh-cn/virtual-wan/virtual-wan-site-to-site-portal
https://docs.azure.cn/zh-cn/virtual-wan/virtual-wan-point-to-site-portal
https://docs.azure.cn/zh-cn/virtual-wan/virtual-wan-expressroute-portal

1EFE Azure VPN [k

L

iR

ERIASZHHE Azure XITEHS Azure VPN RIKSERI, BTN XA OEMECE VPN MKAIHTSLH,
EILAEA P RubE), PowerShell ITEEEX AT VPN RXECERYSR. 7 PowerShell 91, fEFALA Get-
AbureRmVirtualNetworkGateway FFSkA9—H cmdlet,

REHREGIAECE, thoh, R Azure MEZINESS, MIFRIA IP ISEERAMHETIEN,
A S
FoRFAF

1T VPN Gateway ITBZal, BHREEESTHLATIoREM:

1.

HINEEE:

- RS ZE] VPN Gateway (IFTEECE, BIE IP il 7M. BHRFRNZLEEES.
TRTEIHSUBR

- HBREEERBRINEROIZE. EXFER VPN Gateway LURAERAIEIR.
FILEHRFMEL:

- ERHAIMERINETERNERING, LRSI R,

BEEXT
- IBAIFFESHINNAFTIERN, HEHEREEEO.
MR :

- EUEEMEEINERRIRE, #R—IRR.

EN=i

EERigiET, TRSBUTMEIRN:

1.

2.

3.

PILEFRHR :

- (ERFIETEY VPN Gateway BY, TI8ESSEUTERIMZRT,
IRSSARIF:

- KT VPN EERIN BRERIRS T Rt d B A A,
PRl :

- =EAFK VPN EET R R, FEEmEE,
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https://docs.azure.cn/zh-cn/role-based-access-control/resource-provider-operations

HXSEHE

. BIIFERk VPN 2SR mIFT R aIRIR.,

. TRRANMEI Bl R L PR B PR RTIERE,

. &5 Get-AzureRmVirtualNetworkGateway PowerShell cmdlet,
&%) az network vnet 45%>
FEEENE: fEh AR RAER,

. &%) Azure VPN Gateway 1Y
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https://docs.azure.cn/zh-cn/vpn-gateway/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/zh-cn/powershell/module/azurerm.network/get-azurermvirtualnetworkgateway?view=azurermps-6.13.0&viewFallbackFrom=azurermps-6.5.0
https://learn.microsoft.com/en-us/cli/azure/network/vnet?view=azure-cli-latest
https://blogs.technet.microsoft.com/ralfwi/2017/02/02/connecting-clouds/
https://docs.azure.cn/zh-cn/vpn-gateway/

iX#2 Azure Container Registry

BR

Azure Container Registry KISiT#1SR
- BHx
- @&
-  RHish
- EHEA
FoREM
RSRERTEEM
CRLERTEER
- Azure TELER DNS ERFRSEIN
BEMRIB— X
=1y
ISR SERENRIE Azure Container Registry (ACR)A—MXIIFREIS—MXiE, AERsETFER Azure CLI
HHTEME, FHSBIERT Azure REIXI,

1T ACR FEFFMSTUANE:

1. FtEs

2. IEHSEA

SitSHl

FEAMEFESREDIQENIEENE Azure KIFETIRS. RESHREERGIE T TSN KERE—
BEREMER, AVHAMEERE, USHRETRORGEE . FHEHRIT Azure BREMERFRIBNEME,
MBS REFRME S EXEEMER.

BANEMER. BYEFIRCHRTRATE SN XA

BTN ERD RS X EERERIRE I &It

BT B RE EN AT X EL SRR KSR A th S B E AR P RIS E R P AR E MR A
BENKExS R TR —EE

REREMRRET R EREREN
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FHRIERER, BEEELXY: Azure BEEEMFRTHIFIET]

HHEHSA

{RATBEREIE Azure BESFMRMN— Azure KIFFBEIS— Azure Xig, 40, {RE— N FRPXIEFIETH
AEERITERISERR, HHEEREMNEXERGEME.

RE Azure BFHEHERETTIERIRNT Azure BeiEMRMTIENRE, (BIRILUFNISER[EMEBIISZ—PXE:
KEMERIRESHI R REERER
(FERIEIREARRIAY Azure KigEPBEAZER
BIREMEZFPREMRAB SAZIBiRER

MBERT, BEEEANR: FOEAE RS
FoRF
ERFTHRSERE, BTFoREH:

RBEFER— Active Directory fHFHEHTEMEMZR. IWIREIERTERE - EENEREINEMHEAE
=.

MRFEMRER T IRERE, NERKEESICTFIBEXE. BXI Azure FREMRITAMERX
HIFRNFEMER, B2H B Azure e EMRFPHIRE ARSI EREENFIS T RAMKE,

AR E RIEEEIR

Azure B EMRAVEINEIRS R E B IRFIXEEEMMSAIILE. t5h, EAEEX AR E RSERRE
AA—F5 IPv4 (Internet HMMARZAS 4) HUBBE, (EANIMIEZEIEMROBFETENEDXLER, WRE
EMRBRREKIEPEE TIRSEER, WEEEBRXEFHITHERINEEFE. TENETILRRER SRR

EENINEEMRERCIEEIBIRXE,, WSO VNet T/, WNR(EEA Azure BREEHSETERIT
FEXLERNRS), WABRERSERER, FEFEERMUFIRE.

Hix, T=8BE Azure BEETAEERAY 1aC FiHITER. 1E networkAcl Z85 9, 7E virtualNetworkRules T, %
INBEA=FREIHINI, (RS ignoreMissingVnetServiceEndpoint HRGiR B False, MTISCIILA TR &

BRI RECERSZEERAIER T, 1aC TiEERE Azure BEREMR. XISHRHEBIRXIEPAITR
Sk
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https://docs.azure.cn/zh-cn/container-registry/manual-regional-move
https://docs.azure.cn/zh-cn/container-registry/zone-redundancy

CERRERITEEIR

Azure TRIHEZIRMMEIMIEEE] Azure SFERNIRSS (Paas). EFERIIRSSEL Microsoft SR HIRSHIE A&
., CTREEECTNSERRENE, FETHEREIEEALL Internet ERIREESRMRIF Azure PEREQZIERNERE.

Azure EHLRLES DNS EfFSEIR

B WIEMRECE DNS 188, BSERRER IP R AERF TR EIRENSS (FQDN),
B Microsoft Azure IRSBETRECBEIATLLERR DNS B8, LRERMERE S sFERTREERHTER.

SETRRER[RRBIIMNEEOSSEE DNS fTRIER. MEZROEESETRIHEEIRN FQDN 1€ 1P it
ik,

A ERLA METCRECE € AL DNS IRE:

ERENMY ((EFRTNK) . JLAEREM ERENSHREN DNS, EFREM DNS Xi&., {RaJEMA
T DNS RIFRE T RLERRY DNS T, AIISE R DNS KESEHRENRAIEMMNG, LIBTsEs. (R

DNS &85 (FJik) . {RAIfERI DNS kKB ERIHERIRR DNS f#HT. BIE DNS RAMN, LITEREM
MZERFEERY DNS ARSS35 LEMRETHA DNS K, “/EEERRENBERXEFEIE Azure SR,

ERXSEMRNAHNSELAE, FEZEERS (1 Azure R20) WEMERANEFESE— 5T
RIERINBIRERIZE.

MR EMEREREHENERRERBEERT AHWEAE, WAEEER Azure [J7. Azure CLI BiEM T RIERE
TR SRS H T BERIARIC

THEIR, RFNHERXIEPAIEIRARE[IRNIFHI DNS iICR.

EfHEMB— XIS

SHFIFEEIAEIFMAGRE, ATLASZEERRR Azure BIRAASASE Azure BESHIREFEMNEI S — X, B
BETE, EFRhR Azure FIFERX Azure BFFXEI, WIRYREESE,
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https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-container-registry

1EF®Z Azure Service Fabric

BR

&

EETE

ISR 2o

—  QUEESR Service Fabric 82B¥
- IBNAERER

- ETARE

- WRiIFSh

-  EETR

St

=1y

Azure Service Fabric BFEERIFRSEE AR EBIRE— X%, HIAN, BERRAEEREREY, Bal'BX
R RIXESTRA . BRERRKIEFOIE—NEE, ARIRNENNAER, SEBREEmiXNR
BRI, AR T et EFBATRINSE. B/INARRILURETBNESERE., XM\ SENE
REHGEHENNARER, BEEEEPNELE, UIRTEREETRS. BRSEERREEE.

KFMEEESHEUTIG Azure Service Fabric SR — M RIFIREIB— X, BANSHEETEIBLEER, L
BRI AENTF T

HEETE

Az Al BRREEEESUATRG:

1. —1BEXHI Azure 1T,

2. SHREKIEFNBIRXIERETER.

3. Azure CLI ER%BEET.

4. FEEXNFHRRETHZAT, SENISEIRHEMTRLER, HEHEE.
5. [FEAESIE RIS,

6. HHRIREXT Service Fabric BEERRIRRIER, BIRBHAIRSHEEEEESHITLE.
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https://docs.azure.cn/zh-cn/service-fabric/service-fabric-production-readiness-checklist

FELE

eliE%k Service Fabric EEEF

{8 Azure [ JFEEET Azure RIEEIREEEIZE Service Fabric 25, &I(FH Azure EJRETEZE6IEE Service

Fabric BfEE,

B IR EEFNER SR NEEIA ARM B4R, EiXiEieE— 1 Er, IRUANIEHAEEN ARM 18
MR, MRS Azure ZENE SRR ARM #8HR,  Azure BRI HEBMRAISAICSHBNERREES
=8, FRALMERXLEFEEREIE— N HEN ARM &k, LEESHENEINENRME. TREREZA,
IBHFAMRE AL REPS AT AT A ARM &1,

TR RER

1. B Azure BIREERISNAEFRSSEHEIFEY Service Fabric 8B, SIS AEFIRSSER

Azure FREREERIFHITEIR,

HIERBEMMTHHAINAREFSHEEREREN. Hltl, MRNAEREFE—IEUAMER 5 B count's
. BREERMETRZEHVERRN 7, WFERRZECHXENNAEFSETHIREN 7. W0
SRIRAER ARM REIEN BREFAIRSSSEE], NMRERRIRBI SRRz TRZRIN AR AR S R
HicE, FEfXKEEFEhEHiX LN BERFIRSS.

2. 1IRBHRS

- MRCEENSRS VUFEESLIEMBRIEBHEERSE. BERMNHEESMIE, LITH
AR BEF B ZIFRTEAIER. TEREIIFRZ:

ATHRIFENSRBESAIRER, FEAHRSELOXLERSBENRE. FUTILER
RS BRI EERAIRAIRSAIARER. Flal, FTRERNE M OTIRMZER
5, HEBIMBRER AR RS APIM B¢ Azure MZETHEIDEREFEIRE
PRERENRATBRSS. MEFLILENFFEIRS TN T SXEEREXNEELIEE, ALk
#E.

EREHEREIRSFHTEESED, MUHITBRSIRSHHTER, BRETCREFLLFHF
BHAEEMETFem GHITEMERE. FTafa, BEER R KSR EERY
BRSIRS . BATHITEMN Azure FHEM AR MR XIS A).

- MRCEFTIRERS VWAFERNSE BELREFKERE. MTRRSRS:

BT IBIRSEBEBRIFEE (RFEFEASE 2 P5EM ARM RERRFEEN—ED) F
BREMNNEESFRETHEERERLSN, FRIZEEIMITE.
- XTHAERS:
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https://docs.azure.cn/zh-cn/service-fabric/service-fabric-cluster-creation-via-portal
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-cluster-creation-via-arm
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-cluster-creation-via-arm
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https://docs.azure.cn/zh-cn/service-fabric/service-fabric-application-arm-resource
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https://docs.azure.cn/zh-cn/service-fabric/service-fabric-reliable-services-backup-restore
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https://docs.azure.cn/zh-cn/service-fabric/service-fabric-backup-restore-service-trigger-restore
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https://docs.azure.cn/zh-cn/traffic-manager/traffic-manager-overview
https://docs.azure.cn/zh-cn/traffic-manager/traffic-manager-routing-methods
https://docs.azure.cn/zh-cn/api-management/configure-custom-domain
https://docs.azure.cn/zh-cn/virtual-network/ip-services/public-ip-addresses
https://docs.azure.cn/zh-cn/dns/dns-zones-records
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-visualizing-your-cluster
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https://docs.azure.cn/zh-cn/service-fabric/service-fabric-tutorial-delete-cluster#delete-the-resource-group-containing-the-service-fabric-cluster
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-overview
https://docs.azure.cn/zh-cn/service-fabric/
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-quickstart-containers
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-deploy-remove-applications
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https://docs.azure.cn/zh-cn/analysis-services/move-between-regions
https://docs.azure.cn/zh-cn/analysis-services/analysis-services-deploy
https://docs.azure.cn/zh-cn/analysis-services/analysis-services-backup
https://docs.azure.cn/zh-cn/analysis-services/analysis-services-overview
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https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-overview#service-tiers
https://docs.azure.cn/zh-cn/azure-cache-for-redis/quickstart-create-redis
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#can-i-use-geo-replication-with-my-caches-in-a-vnet
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#can-i-use-geo-replication-with-my-caches-in-a-vnet
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https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-scale
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-import-export-data#export
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-import-export-data#import
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#why-did-the-operation-fail-when-i-tried-to-delete-my-linked-cache
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#why-did-the-operation-fail-when-i-tried-to-delete-my-linked-cache
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#how-much-does-it-cost-to-replicate-my-data-across-azure-regions
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#how-much-does-it-cost-to-replicate-my-data-across-azure-regions
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#initiate-a-failover-from-geo-primary-to-geo-secondary
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-moving-resources#prerequisites
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-moving-resources#move
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https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-moving-resources#move-1
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-overview#service-tiers
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-overview#service-tiers
https://docs.azure.cn/zh-cn/azure-cache-for-redis/quickstart-create-redis
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-import-export-data
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-import-export-data
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https://docs.azure.cn/zh-cn/azure-monitor/essentials/activity-log
https://docs.azure.cn/zh-cn/azure-cache-for-redis/quickstart-create-redis
https://github.com/deepakverma/redis-copy
https://github.com/deepakverma/redis-copy
https://github.com/deepakverma/redis-copy/releases/download/alpha/Release.zip
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1X#2 Azure Database for MySQL
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https://docs.azure.cn/zh-cn/mysql/migrate/migrate-single-flexible-mysql-import-cli
https://docs.azure.cn/zh-cn/mysql/migrate/migrate-single-flexible-mysql-import-cli
https://docs.azure.cn/zh-cn/dms/tutorial-mysql-azure-single-to-flex-offline-portal
https://docs.azure.cn/zh-cn/dms/tutorial-mysql-azure-single-to-flex-online-portal
https://docs.azure.cn/zh-cn/mysql/migrate/how-to-decide-on-right-migration-tools
https://docs.azure.cn/zh-cn/mysql/migrate/how-to-decide-on-right-migration-tools
https://docs.azure.cn/zh-cn/mysql/migrate/whats-happening-to-mysql-single-server
https://docs.azure.cn/zh-cn/mysql/flexible-server/overview#azure-regions
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https://docs.azure.cn/zh-cn/postgresql/migrate/concepts-single-to-flexible
https://docs.azure.cn/zh-cn/postgresql/single-server/whats-happening-to-postgresql-single-server
https://docs.azure.cn/zh-cn/postgresql/flexible-server/overview#azure-regions
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https://docs.azure.cn/zh-cn/azure-sql/database/database-copy
https://docs.azure.cn/zh-cn/azure-sql/database/database-copy
https://learn.microsoft.com/sql/relational-databases/indexes/clustered-and-nonclustered-indexes-described
https://learn.microsoft.com/sql/t-sql/database-console-commands/dbcc-show-statistics-transact-sql
https://docs.azure.cn/zh-cn/azure-sql/managed-instance/sql-managed-instance-paas-overview
https://docs.azure.cn/zh-cn/azure-sql/database/database-export#considerations
https://docs.azure.cn/zh-cn/azure-sql/database/database-export
https://learn.microsoft.com/sql/relational-databases/data-tier-applications/data-tier-applications#bacpac
https://learn.microsoft.com/sql/tools/sqlpackage/sqlpackage
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https://docs.azure.cn/zh-cn/azure-sql/managed-instance/sql-managed-instance-paas-overview
https://docs.azure.cn/zh-cn/azure-sql/database/database-import
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https://learn.microsoft.com/zh-cn/previous-versions/sql/sql-server/stretch-database/stretch-database?view=sql-server-ver16
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https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-automation
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-automation
https://docs.azure.cn/zh-cn/automation/
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https://docs.azure.cn/zh-cn/role-based-access-control/built-in-roles#log-analytics-contributor
https://docs.azure.cn/zh-cn/role-based-access-control/built-in-roles#monitoring-contributor
https://docs.azure.cn/zh-cn/role-based-access-control/built-in-roles#monitoring-contributor
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-log-analytics#prerequisites
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SNRIEENG Azure TFERIFAEENZIELD Azure XI5, AJLISE 5 Azure TAEERNEIS— X PRIAR.
B4

EEFIMEERRT, BENTIMRER TIUIRIE,

MRBENHARRE, BILAS%E Azure BASIEEELR Azure FARZIF,

BXEZER:

Azure Monitor
Log Analytics T{EXHEIA

Application Insights A
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https://learn.microsoft.com/zh-cn/azure/cloud-adoption-framework/relocate/select#select-a-relocation-method
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-log-analytics
https://docs.azure.cn/zh-cn/azure-monitor/app/create-workspace-resource?tabs=bicep#how-do-i-move-an-application-insights-resource-to-a-new-region
https://docs.azure.cn/zh-cn/azure-monitor/app/availability
https://docs.azure.cn/zh-cn/azure-monitor/visualize/workbooks-move-region
https://docs.azure.cn/zh-cn/azure-monitor/
https://docs.azure.cn/zh-cn/azure-monitor/logs/log-analytics-workspace-overview
https://docs.azure.cn/zh-cn/azure-monitor/app/app-insights-overview

1EF2 Azure Firewall

Bk

e

Azure Firewall E—M=FAENMNE L 2RSS, BUSTAMIITENT IS, KASEEHREIERE Azure
Firewall \—MNXENFREEIS — M X 1,

FoRFF

BEIENEAESR SKU, WNRIRERNENE SKU, 52 BEEEAZBIFEA PowerShell 1 Azure Bk i
ECEITFEE Azure B NIESERR,

797 IEREHREIAIEAAT Azure BKIBERREN, DAUELITER:

- BREBAEBY, FEGIIEHINIERL KRR,

- BAKIEEREEER. (NRERAMXEREEEEE) |

- BRKIBERIRBIRISHTSE. (AIR(EMA Log Analytics THEX) .

- TS (BhEZxet) aErRE. (WREEA Azure Key Vault, IERBFHEEIRR. )

- 2 PEH, ITRAEKE Azure BIXEEALE IP BUHAINBMRR R ERIFEEMZEE.
Azure FIKIBHRERTISREEBLU TR, (RoJaER St BRI FEREIX AR

- Azure FEHIZE
- (FNERMERY) Log Analytics
WNERBER Azure BEXIESRER TLS 1EINEE, NIAFEEBRXIEHERZ LA TREIL :

- Azure Key Vault

- Azure KRR

(SRS

E 7 RTIRES RATEPRERTE, BSE R Azure I RFEIERE . IBEEEMGZ,
3 1=
FELER

S& 1. fIZBRXIRE R

1.

2.

HEBRXIFEIE— M FRIEIAMES (VNet) .
1589 VNet PECERRERIFM, B3F AzureFirewallSubnet,
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https://docs.azure.cn/zh-cn/firewall-manager/migrate-to-policy
https://docs.azure.cn/zh-cn/firewall-manager/migrate-to-policy
https://docs.azure.cn/zh-cn/virtual-network/
https://docs.azure.cn/zh-cn/azure-monitor/
https://docs.azure.cn/zh-cn/key-vault/
https://docs.azure.cn/zh-cn/entra/identity/managed-identities-azure-resources/
https://learn.microsoft.com/zh-cn/azure/cloud-adoption-framework/relocate/select#select-a-relocation-method

S 2: SUIRFERAY Azure Firewall

1. [A)E] WNSRIRE Azure BIXIEERRRELHMN, BJLABER Azure PowerShell iE# Azure BrXIEHRIINE
ZEMNILIOIEERRR., BXFMER, B2 (5 PowerShell 3 Azure JiNIEELEITIEE] Azure [HNEESE
A%

2. WRBE(FFAT Azure BHXIESRE, TTLAER Azure PowerShell iTHEIIA RS, ai&i@id Azure Portal i%
FEITB Azure PKIERES, TSRS IURETREE, ARENTSERXE.

Redeploy-Policy.psl 25 IMA RIREFEPEEIFXIERY Azure PowerShell 7K,
BiEmfl:

\Redeploy-Policy.ps1 "
-Policyld <Reourceld> *
-TargetResourceGroup target-resource-group
-NewPolicyName new-policy-name *
-Location chinanorth3 *
-SkuTier Standard

BE
WARNEREIMERTN SNAT ERFEEIRE. FESIC MXEIRE, AEBFNHTIER. WHAN G, &
NEZATIETAERIER.

LLBIARZEEE ST Azure PowerShell, i={T Get-Module -ListAvailable Az, BEEDZEMPLERRA, WNRTFTELLE,

BBIRLEE Azure PowerShell 1218,

param (
# Resource ID of the original Azure firewall policy.
[Parameter(Mandatory=$true)]
[string]
$Policyld,

# Target resource group for the new policy.
[Parameter(Mandatory=$true)]

[string]

$TargetResourceGroup,

# New name for the Azure firewall policy.
[Parameter(Mandatory=$true)]

[string]

$NewPolicyName,

# Location for the new Azure firewall policy.
[Parameter(Mandatory=$true)]

[string]

$Location,

107


https://docs.azure.cn/zh-cn/firewall-manager/migrate-to-policy
https://docs.azure.cn/zh-cn/firewall-manager/migrate-to-policy
https://learn.microsoft.com/powershell/azure/install-azure-powershell

# SKU Tier for the new Azure firewall policy.
[Parameter(Mandatory=$false)]

[string]

$SkuTier = "Premium"

$ErrorActionPreference = "Stop"

function EnsureAzureChinalogin {
Write-Host "Checking Azure login status”
try {
$account = Get-AzContext
if ($null -eq $account) {
throw "Not logged in"
}
Write-Host "Already logged in as: $($account.Account)”
}
catch {
Write-Host "Not logged in. Logging in to Azure China..."
Connect-AzAccount -Environment AzureChinaCloud
$account = Get-AzContext
if ($null -eq $account) {
Write-Host "Login failed. Please check your credentials and try again.”
exit(1)
}

Write-Host "Logged in successfully as: $($account.Account)”

function CreateNewPolicy {

[CmdletBinding()]

param (
[Parameter(Mandatory=$true)]
[Microsoft.Azure.Commands.Network.Models.PSAzureFirewallPolicy]
$OriginalPolicy,
[Parameter(Mandatory=$true)]
[string]
$NewPolicyName,
[Parameter(Mandatory=$true)]
[string]
$TargetResourceGroup,
[Parameter(Mandatory=$true)]
[string]
$Location,
[Parameter(Mandatory=$true)]
[string]
$SkuTier
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$NewPolicyParameters = @{
Name = $NewPolicyName
ResourceGroupName = $TargetResourceGroup
Location = $Location
ThreatintelMode = $OriginalPolicy.ThreatintelMode
ThreatIntelWhitelist = $OriginalPolicy.ThreatintelWhitelist
PrivateRange = $OriginalPolicy.PrivateRange
DnsSetting = $OriginalPolicy.DnsSettings
SqlSetting = $OriginalPolicy.SqlSetting
ExplicitProxy = $OriginalPolicy.ExplicitProxy
DefaultProfile = $OriginalPolicy.DefaultProfile
Tag = $OriginalPolicy.Tag
SkuTier = $SkuTier

Write-Host "Creating new policy”
$newPolicy = New-AzFirewallPolicy @NewPolicyParameters

Write-Host "Populating rules in new policy"
foreach ($ruleCollectionGroup in $OriginalPolicy.RuleCollectionGroups) {
$ruleResource = Get-AzResource -Resourceld $ruleCollectionGroup.ld
$ruleToTransfom = Get-AzFirewallPolicyRuleCollectionGroup -AzureFirewallPolicy $OriginalPolicy -Name $ru
leResource.Name
$ruleCollectionGroup = @{
FirewallPolicyObject = $newPolicy
Priority = $ruleToTransfom.Properties.Priority
Name = $ruleToTransfom.Name

if ($ruleToTransfom.Properties.RuleCollection.Count) {
$ruleCollectionGroup["RuleCollection"] = $ruleToTransfom.Properties.RuleCollection

Set-AzFirewallPolicyRuleCollectionGroup @ruleCollectionGroup

return $newPolicy

function ValidateAzNetworkModuleExists {
Write-Host "Validating needed module exists"
$networkModule = Get-InstalledModule -Name "Az.Network" -MinimumVersion 4.5 -ErrorAction SilentlyConti
nue
if ($null -eq $networkModule) {
Write-Host "Please install Az.Network module version 4.5.0 or higher, see instructions: https://github.com/Az
ure/azure-powershell#installation"
exit(1)
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}
$resourceModule = Get-InstalledModule -Name "Az.Resources" -MinimumVersion 4.2 -ErrorAction SilentlyCon
tinue
if ($null -eq $resourceModule) {
Write-Host "Please install Az.Resources module version 4.2.0 or higher, see instructions: https://github.com/
Azure/azure-powershell#installation”
exit(1)
}
Import-Module Az.Network -MinimumVersion 4.5.0
Import-Module Az.Resources -MinimumVersion 4.2.0

EnsureAzureChinalLogin

ValidateAzNetworkModuleExists

$originalPolicy = Get-AzFirewallPolicy -Resourceld $Policyld

$newPolicy = CreateNewPolicy -OriginalPolicy $originalPolicy -NewPolicyName $NewPolicyName -TargetResourc
eGroup $TargetResourceGroup -Location $Location -SkuTier $SkuTier

Write-Host "Migration complete. New policy created: $($newPolicy.Name)" -ForegroundColor Green

3. TEBRXIEFEIE— N Azure Firewall SEf, FHEIFRTREEH Azure BHKEESRAG

SR 3. MitFNISIE

1. FRREREY Azure Firewall SLIERIHEEHECE.
2. HTEBEMENERLSER KSR 2 S TERER .,
3. WART CEHNEEEERSIEETE.

TR 4. FERE
1. EFERAERARFIMNELZEE (NSG) LUSHEFHY Azure Firewall L1,
2. ZESUBERERFRO XS, LIBRE .

& 5. i5IBIHER

1. TEFBAFREY Azure Firewall TYEIEER, STLAMIFRIEAY Azure Firewall 3451,
2.  BEIEKIEHAAEFERNSRATERA.

IE EIA

. TRREIEBIER R TIERE, LUBR SR8,
. mEiridiEs, BB EMERENAE, BFRZER™A
. WNRBEUE AR, SJLARERTELRZERSRAY Azure Firewall SE51,
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HXSEHE

Azure Firewall 324

Azure CLI 374

Azure WEEZE2H (NSG) A
Azure BEFIZR 301

BTLA LR, EaTLARFIE Azure Firewall \A—MNXIGFBREIB— X, IIEEAERER, B5%E DIANRYE
BXE Azure STEHIBA.
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https://docs.microsoft.com/zh-cn/azure/firewall/
https://docs.microsoft.com/zh-cn/cli/azure/?view=azure-cli-latest
https://docs.microsoft.com/zh-cn/azure/virtual-network/security-overview
https://docs.microsoft.com/zh-cn/azure/virtual-network/virtual-networks-udr-overview

1% Azure Key Vault

BR

fEfr
FoRFM
pE=E
-  IRBZBRESIEE
- THEERIEEN
-  CRR%ZRDNS ERFEER
HEETIE
SR 2o
- (ElLRPER
- B9 Key Vault
- TEBFXIEEE Key Vault
-  %E Key Vault £1F
-  ENAREREE
- ISUESR

-  AERR

=)y

AEMEESSUNTIE Azure Key Vault (BHIRER) M— N KEEREIB—A K, QIEERERGDGERE.
BAMWGER Azure CLI TR, FHEENEE SR, HRSURssa RS 1R \RUR,

A ]
FoRFA
WF Azure ITRRBAV IR AR,

B AR ERERRIRTE Azure IRSZOIBRKEIIIRGT. WTFEELCEEMAIRS, LUSRELHNEFEN
SR8,

RIERSRREERT, TebBER BRI B 0E EEIMLE.
CIEREEE. YVUBFER, FEIEHEFHINZ “Key Vault Contributor” Fta,

IERHIHIE BRI E AR E EPEHARCE :
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- RN EEIRE.
- EBBRFDEPRIRIF.
- BaeRigE.

TSI

L4

ARSSELER

i = PAYNY

TR

BT Azure Key Vault FIEEREIRSZEERATFHIERGIIIEEEMUMES. LHh, BAlETXEREQGHIRR
HA—FF IPv4 (Internet HHYARZS 4) #BUBEE. (HAIMINREERIZRREENBFESLENIXL TR,
RERRREFERRIEXHPEE T IRSRER, WEEEBRXKETHITHERAERE.

.

RN BFKIRPEFRCEERRERE, LIRETOIE VNet FIFM, REF e TEIREHOIE.

CRERERIEEEIR

Azure TRHEZRAMEINEEE] Azure SFERIIRSS (Paas). EFBRIIRSSEE Microsoft GIFIKAFIRSSAIE AIE
B, THRIHEEATNERRENE, HETHERBIEEAL Internet FRIRER(RIP Azure FEERZBRNER.

RN BRI EFCEERRERE, LNFTEIE VNet 17N, ARAREHTSEIREHEIE.

EREER DNS SRkiTEFRIR

B WIEHRECE DNS IRE, HERLRLER P T HEEF RN 2RENES (FQDN).
WA Microsoft Azure IRSZETREEBHINHLELE R DNS BE. LB EZ fLERTRRERITEE.

SERBRERRIKRNINSEZOBSEE DNS FiEES. MEZEDEEEETHIEREIR FQDN f1ER 1P it
ik,

AR T EICRECE T AL RAY DNS I8

ERENE (UEFATFURR) . ~TLAEREMAL EAIENSARENR DNS,

{EFEM DNS i, {RAJ{EAEHA DNS XERERTRHLRERR DNS f#T. "5 EH DNS itz
IREREPAIES, LAREHTASRELL.

{EFH DNS &8 (FIi%) . {REJ{EA DNS HARENTRIHEZEIRN DNS f##f. CIZ DNS 2RMN,
PATEREHAMIZERIEERY DNS BRSS28 EFFE A DNS XiH,

HETE

EFHRZ A, BRREESIUTRY:
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1. —BE%AY Azure 1T,

2. RXIEHFERXIEHAIER,

3. CZLEMECEYFRY Azure CLI,

4. WHRIGAT Key Vault REIHAEEHTANRE, HEHECEEND.

FELER

EILNABER
&%, SILAVETEIEER Key Vault EORIFIERF, LAEZEFBEIET Key Vaull SUBTRRAESHL,

=19 Key Vault

1. BHE Azure| ],

2. SHEIFETBH Key Vault (BRRERE) .

3. HEEMNSHIENSRERD, ERER.

4.  HEAMGIRREFESH ERFERT.

5. HERIAMERRNE, RETHED, FHRESHH.
‘P FIER BHRFSR LALE,

o

5558 Azure CLI BHILE Key Vault BIFFEZSE. HEFHER.

az keyvault key backup

--vault-name <SourceKeyVaultName> *
--name <KeyName> *

--file <KeyBackupFilePath>

az keyvault secret backup *
--vault-name <SourceKeyVaultName> *
--name <SecretName> *

--file <SecretBackupFilePath>

az keyvault certificate backup
--vault-name <SourceKeyVaultName> *
--name <CertificateName> *

--file <CertificateBackupFilePath>
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https://portal.azure.cn/

EBIRXIHEIEE Key Vault

1. T&Azure [JP, SMEICIESIE".
2. EFEHHEEKey Vault’,

3. IHSIE Key Vault HEAER, FEEERXE EIEAKE) .

4. FEREE, FHFERIRIBETTH.
5. EcE Key Vault E T A EAUIEHEHIEHE5HE.

{5 Azure CLI TEBRXIREIE—NETHY Key Vault,

az keyvault create

--name <TargetKeyVaultName> *
--resource-group <TargetResourceGroupName> *
--location <TargetRegion>

RS Key Vault £

1. SREFER Key Vault (ZHRERE) .
2. HTEENSHENSRERD, SR =R,

3. AN LSREERED R,

4. EENNEHXM, FEERREREN.
W FIER BNREREER EIATR,

o

{£F8 Azure CLI S &DRIEIRINE R B FRXIEATHT Key Vault 5,

az keyvault key restore °
--vault-name <TargetKeyVaultName> *
--file <KeyBackupFilePath>

az keyvault secret restore °
--vault-name <TargetKeyVaultName> *
--file <SecretBackupFilePath>

az keyvault certificate restore
--vault-name <TargetKeyVaultName> *
--file <CertificateBackupFilePath>

EHNARERLE

R R FECE AT NIEMHT Key Vault HEFSHNIX LR FHfER.
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https://docs.azure.cn/zh-cn/key-vault/general/rbac-guide?tabs=azure-cli
https://docs.azure.cn/zh-cn/key-vault/general/assign-access-policy?tabs=azure-portal

# BT eI 717 B E X S IEIHTHT Key Vault
# BRI E R R T e /72

BEAES izt
L EHRTNAER, HTRBERSERM Key Vaul,
2. BRSNS, BRI,

# BRI UE I FE e e B B IE AR 1 27

ETESe:

iR IR BRI

SNERFAFT Key Vault IR FAEFIERIET, ALAMRRXIEREIIE Key Vault FIFBXEIR.

az keyvault delete
--name <SourceKeyVaultName> *
--resource-group <SourceResourceGroupName>

¢Ik

&

BT LR, 1BEEMIE Azure Key Vault A— M RIEIFRBEIS— X, BRREIBEETFEES—
£, LIBREEERSIRS . MRBIUTAER, JLISHE Azure BIITSHHEERR Azure IR,

THEEZ Azure Key Vault t8XER, 1BSEU T

Azure Key Vault ZF2

Azure Key Vault #HiA

BRI, BEREEAY Azure STIFEIRA.
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https://docs.azure.cn/zh-cn/key-vault
https://docs.azure.cn/zh-cn/key-vault/general/overview

1X¥8 Azure Managed Disks

BR

fEfr
ISR 2o
- SR SRHFNEEE URI
-  PRE2: SHRFEKF,
U 2.1: AzCopy
U8 2.2: Azure CLI
-  #ER3: EEFMNEFOIEFITERE
- R4 tIEVM
Sees
=11y

Azure EEHBRBESEERS VM HEXEAIFIEIK,, BT Azure BREIRIBRIIRSS (laasS) VM RIHEEE,
MTELEERNE vhd X, RILTTEEREER AzCopy FTEREHH-
AXPRENRRTERESBITRBIGIHZNRES URI RSLTE#RE, AEERL URI THEESTE,
BET vhd XHEBRKEPEEFATTETA.

FELER

B 1. FRRHEZIHRESR URI

1. EIPH, EREEwE. ©5 VM UTFE—SEEAS, EEERE AR,

2. TEELMDHESYIRPICZHMBSHIE, SMKAHEESE VM, SEEEMIIN VM LIRS,
3. ENX URI ZIHARYRTIE], BRIARTIE]A 3600 5,

4. HER—1 URL,

5. £z URL. 1% URL REEEEEETR—R.

SR 2: SHREEEKA

BEMALAALNSSHI#HESHZIBIRFEIK S, A3X8LL AzCopy #1 Azure CLI IRFF S TUAGBEATNE, A
BfTEEER.
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$IE 2.1: AzCopy

{§£F8 AzCopy SIS EENFMEEHIE BrMEIZEIKF Blob 5889,
BXINEHER AzCopy , 1B AzCopy Al

AzCopy a8l :

azcopy copy "<i& SAS URI>" "<B#x SAS URI>" --blob-type PageBlob
AT B5Eaa <l

azcopy copy
"https://md-fvth500tz1jn.blob.core.chinacloudapi.cn/nd2vhh3qgsbn2/abcd?sv=2018-03-28&sr=b&si=08af14df-4a

ea-444c-89de-06c251f213ae&sig=xxx"
"https://targetstorage.blob.core.chinacloudapi.cn/targetcontainer/newdisk.vhd?sp=rcw&st=2024-09-13T03:16:24
Z&se=2024-09-13T11:16:24Z&spr=https&sv=2022-11-02&sr=c&sig=xxx"

--blob-type PageBlob

EEZIT

- R UR| FIBRCI ARG B, TTEEFLIMNE SAS ST, - (ZF -blob-type PageBlob EEIMIEE R
EELUTE Blob FIETLAE, - B BRIE el HIPIEIRE, BRI K S FIE ZSEE, ARSI AzCopy
BEE TR,

S 2.2: Azure CLI

f$5F8 Azure CLI BHEBENFMESHIZEI BirMERZHENK, Blob F88h.
Azure CLI 5500 :

az storage blob copy start
--destination-blob "<B%xr VHD 3{4&>"

--destination-container "< B MEEIKF A8 >"
--account-name "< BfRMFAEMFE > "
--account-key "< B ZHEMKF Key>"
--source-uri "<j& SAS URI>"

2R, A LUBIE Azure CLI Sepk 205 10 SREV=15A1E4 URI HREREN SAS URI RIITFE.
SRR BT AEMITRABITEWE, XTTRR—FMRIFAIS.

SETERMIA, 58 (£ Azure CLUBITEMBSH/SHEIFEKS.
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https://docs.azure.cn/zh-cn/storage/common/storage-use-azcopy-v10
https://learn.microsoft.com/zh-cn/cli/azure/?view=azure-cli-latest
https://docs.azure.cn/zh-cn/virtual-machines/scripts/copy-managed-disks-vhd-to-storage-account

SR 3: EBIRRIRReIEFHATERE

BT ETRTEIEMAEERE, LUTEE Azure [FPRUTIZIRERIGIE: 1 &P H, SFEHE > e 8l
B> 0. 2 WAFHENETR. 3 BERRA. 4 EERBT, ©TEEHEblob. /S, M AzCopy andEH|
Btx URI, B TRISSLALEERR URI, 5. (IREHIAIZ OS #ifR, B OS KA, MTHMHERE, Bk
e,

S 4: 8IFE V™

SNRIFMIA, BEMIZEILMERLFTERELIZE VM, LITERFNEI: * &P, SFE, AEnEelE
VM, BIEE—HENX VM BIES4, * FIFA PowerShell BI8IE, BSRMNERIECIE VM,

B LA SR, BEEMINEG Azure ITTEMEN M XKIETFEEIB— X,
BREETEYENMFEREE—, LIBnSiEELTIRS TR,
EEFIMETRERI, B EUR ISR TN ISIE.

MRBENHARRE, BILASHE Azure BASIEEELR Azure FARZI.

THRESXTSIE Azure TSI, 5%
Azure FEERHIEZ Y
T RAAET AP] SRENHRIARIERE URI, LSRR,
T REAMENEIT AP1 MIESEE blob BIEITE A,
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https://docs.azure.cn/zh-cn/backup/backup-azure-vms-automation#create-a-vm-from-restored-disks
https://docs.azure.cn/zh-cn/virtual-machines/linux/managed-disks-overview
https://docs.microsoft.com/zh-cn/rest/api/compute/disks/grantaccess
https://docs.microsoft.com/zh-cn/rest/api/compute/disks/createorupdate#create_a_managed_disk_by_importing_an_unmanaged_blob_from_a_different_subscription.

1% Azure Storage Account

i

KETFESIEINNE Azure Storage Account A—MNXIENFBEIS— M X, HF Azure RS EIEERIEAETK
PRXE, HIIEEEDSOIIEHEIERLITRE.

FoRFF
EFRER R, BRRREL TR
TR P ERRIBR S AT REE B X E T 3528+,
XTFFETIRE, IBHRIFANTHESIABRRIERILIFSIZR.
RIEEEIKFPEENARE, EEREMZR, JEREERRXETHREMEE LA TMRRIR:

- EUNE. NEReEMRPEXRIEH
- Azure Key Vault

- Azure Bt

- ntap

- Azure TFIHERZIRSS

1B Azure JEFISERITUE,
EIZEEERIR
HiEiEisRy

EEEET, SEEEEIATHIESE:

Blob #Ffi#: ATFXISEFHE.

Azure Files: FFMXHHE,

Table f#fiff: F3T NoSQL #UEFFfE.
Queue TFfi§: BT HEMTI.

A GERYRPRTLI

R RETEMI T RAEK P RIBR S AR FARE R ERRE IEFEIL R RO RERK . X BIEERIRT

Azure Web Apps
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https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-virtual-network
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-key-vault
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-automation
https://learn.microsoft.com/zh-cn/azure/virtual-network/move-across-regions-publicip-portal
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-private-link
https://docs.azure.cn/zh-cn/role-based-access-control/resource-provider-operations

Virtual Machines

Azure Kubernetes Service
Azure Container Instances
Azure Functions

Azure Batch

Azure Synapse Analytics
Azure Databricks

HetbEREMEMK R Azure IRSS

ez :2: 5] ]
MBI SR TS R ORISR, RS R E O

FRiGEdE): RIEFAER A P EIREA/), TER NIRIEAERE. AURESIEER T se AU \E)
HRAZE,

=
PN AT, ATLUEERHTE e A ARG, LR SRR
ORI,

=IMUEN: MTHEERFISESMNZR, FRINIBRBLUBRRETENYEIAE, NERESN
PRJIRER EIRRTEE RS

AENRRIRIRETE

MERE: BEa—REEHIENEHISHEIBRXISAZHEI,.

RERY: T, ERYW Azure Data Factory, AzCopy BY /Sync 248\ Event Grid SERERLARY
SHIZEREIEHIBIEEHIED, BERIBIREPITENEIERISER.

RE—HME: HERZRSR, FLEREFEKF ENSERE, PTREREERS, ARBRERS
|G E TV

izt SIEIIE
BEEFIRILL: EiERlE, FREMEIRSIRAAIRICFITORE (40 Blob A MDS 8 File AY Content-MD5) &
WIFEIERAYZSEN, MRIEFEIKF S Bk haIEiE e —EL.
BEAIGIE: REVUEEERD BURHTIFMELY, BETEUE. hREEFIR (ACL) F, WHRIEMEREPIXL
SRR BEREIES.
SFGIERE:. Y TEEELKREETEENTME, T TEREIRERETLLY, BRE—IER.

RAEEE

IR FIT R REr RO R, IEEIENSBEmEE. FHEZE. LINRATRITERRER (BT
TRALIEFNTRS) .
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FEHE

Storage Account

Azure Storage Account - ¥ Azure IEiEIK P EFTEMEIB—MX I,

Blob TZfi#

3F Blob 2558

Azure Blob - 883 AzCopy 1E Azure TZfiEMK P 2 [E8/5 %! Blob

{EF3 Azure SUE T 6/ Azure Blob 1S HIEIR
33F Azure IEEEHIAR

RIEREME, Azure BICSIHTEHERIR/HITERER. B 7#R £ 20255 9 A 30 HEIER Azure JHEE
R N S ST

B5%E 15 Azure VM 18R] Azure FRHEERE

Azure Data Lake Storage Gen2
ALSE AzCopy HITEREIKP ZBISH
BILASE (FFE Azure HE L] 8% Azure Synapse Analytics EfJF05&## Azure Data Lake Storage Gen2 FHYEIE

Azure Files
Azure Files - 534N — SMB Azure MA4AHEEIFEE]S— SMB Azure ML=

{58 Azure R T M /[A Azure XA FIESHIETE

Table Fhi&

RIBRAEME, BATERNIEIS Table F4E 1782 Azure Cosmos DB for Table kP, dNSREZLRLEE(ER Table
=hE, SR EENS BRI TEIRINTER.

B EEETREE! Azure Cosmos DB for Table

{EFE Azure BUE T [a/M Azure RIFMESHIEUE
{EF AzZCopy #iTEHI

BRIEMIRESIF Table FHESFIENE AZCopy VB iA, Z/EHIMRZA Azure Table FERIEFITIEEEARAEE
¥, 155 T X Azure Storage Explorer iF8757%.

R Azure Storage Explorer it {TiEf8
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"location”; "chinanorth3",

9. (REFZIER.

EifiahE

PEZERIAE B R el B E L ERE.

Dkk

=

£ Azure [JPHR, G QIEEIR.

2. HFERDHPRNEREEE, ARG ENTER,

3. EFEIREE.

4. IEEFCIE.

5. EEHERESRTERE AR,

6. IEERINES, ARIRIRBBINETE E—&85 THEY template.json 34,
7. IEERRE LMREZER.

8. MHEBEEMNHBRLHITUTEER.

1. MG Azure 1TiH.

2. FEEFEERXKEPIENERE, HECE—RIRE,

3. WFRE, BERFERXKE. MREFTHERRE, WIHREANRE.
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4 HTEEEH, EREEEANFTEHR,
A}
BENSE

MBEENEFEEE

@ New! Deployment Stacks let you manage the lifecycle of your deployments. Try it now —

R BE SRR

iR
BrE MR &
2 IR . f . —dgb
RSB WiEEH AL,

mBFAER
EETRLSECESRIAL, FREREISGR)ENINEEFREEE.
iJE* © ‘ Windows Azure Internal Consumption

HiEH* © ‘ migration-test-dest

e

SLHFEER
Xig* @ ‘ (Asia Pacific) China North 3
Topics yoz_eg_mts name ‘ yoz-eg-mtd

5.  TECUHERERESE SR eI
6. HHEHUEREEEENSE, AREE R .

A\

gouE

L BRI, SRR

2 BRI TSN M SIS .

3. RIS L R, SR RIEENYEE, WIESET Webhook BHLMEIRR,
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https://docs.azure.cn/zh-cn/event-grid/custom-event-quickstart-portal#send-an-event-to-your-topic

1EF#® Azure Service Bus

HEREERT, THRFESIERSBEHBETEN—IMKEBES— X, fl, TEFELE— I EEE
FEENMETE, BTN, W, BAEFEER— I REFBE—  eR=E, (FARERETL

—EB5.
THEMELSE:

1. BHXKETRRS S&HETESHE Azure RIRETRRRENR.

2. EEEIRPRIRIOAE. I, MWEIRTFHEREGAIT LSS, RABFTECIZRRIANN, REaBamel
=8

3. (ERZIEIRIGIRS AR EBER BiRX .

4. WEERE, WIRCEBMXEFOIEGRTE. S, ERMERITEL,

5. FHFEEEREXIS service bus JRSERRY AccessKey A BTRXIHAT AccessKey,

A S
FoRFAF
TR BREIESTFIKFERRY Azure AR5 REEANTHEE.

S

HEFR, ESHEREESER. WRIRESHARS SEHETHNRE,

1. BR Azure [ I,

2. ERFERR, ARERRORSEGHETE.

3. HERSE&HETE L, EERANATI BN T SHIER .

4. SR SRR TP T

5. HREINIFPTEM zip X, FEZXXHRERTIFMARNSER. It zip XA SEIRFISEL ISON i,
6.  TEMRE4ERISARPFTHT template json 3214,

7. 3 location, HEZEMHIMEREAXKIGSMEIFEIR. KIEHKBEATSHRIIXIERZTR, 4
40 China East Z[E]F chinaeast,

8.  MIBRLATEEINEIREN : Microsoft.ServiceBus/hamespaces/topics/subscriptions/rules, Bl 7 MIBRILLER
DRIERNES () FfF, LABIR ISON B,

TR TREERZREERRERNTIFIERANN, EERKEOIZITREE, RESEmeIZEEIAMN,
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https://docs.azure.cn/zh-cn/service-bus-messaging/service-bus-geo-dr
https://docs.azure.cn/zh-cn/service-bus-messaging/service-bus-geo-dr
https://portal.azure.cn/

E2a)

BB R BRI eI AR S i R =i,
1. (EREEXERHITEHE, ERERL—S THIEM template.json 34,

2 EEEVEBETFEERRE, HEAFNSSSEH, SEol,
A\

gouE

NI, R AR,

AARETE, R RSREeET.

RSP ETR R E, WIERETLEZIRKERIBAGI, EEATEL.

1. EENEREEESHGEE PR LAER A,
2. {REIERRIE, EEGETETRIER-R.
3. EEREE, WIERBCEIREITIA.
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1EF2 Azure loT Hub

AXNMBIEHE loT TR X,

sEIRHO, FEE-MYRETOEEGEEDONURANTR. AHSHPOREFEREMNXE,. R+
OFFERIR—TRESHENTIES. FREERERNETR, EAhOBTRemERBE—,

TSR

EiER% 10T PLZRl, BIVHETEER.

WRRGAETAE R BRIThREE U ET IR, FLIRSUTUSHRIZM, EIHIFRAIIREERT LA
AR EER.

ERIEFIIETRRRA R, FEMRRRER. —BEMRENDO, HESSEXARGR, FRREET
INERTLMRE, Bt e s iR Es iR R IERIEE S 0.

JR4a Azure loT RILRIBIEASIER. ZEEEMEREHE. REIRE (C2D) RIsSLARIRIAERAIER,
PN IFBRIER. SIS CREREASTR.

HEIXNTIRERRYEAS AT L. BREREIHPOFTERRE—ErNE. WRERSNSHS
%, EENRAFRIE, #35)500,000 MREFEUEREALMAVNG, M5z 100 B MREALBELNT,

FTRRARERRE, BASRESHRF O,

- RREHRAEEF DPS MECHY, iSEMELEMLMEREFAY 10T by, A5, EFRECIRELUE
HFEES MRETIERER.

- BN, ReAERSNSHEERENRE, REURESREAEERHTO. a0, AR
FRENERFEREREDRY loT ROENRE. REGRMAZ loT PIOENE, BHTFRESIH
PIORER, ARBEEINEREHO.

SEFFMHES, METEERTHER. b, (RasEE® DNS RHFHNEMIBEX THIL, FHEE
EFEIMNXL DNS 58,

hix
TEEFH1IENANTR oT ROBNEMGE,
1. BhORERESHEIE RS HEEENR,

2. XRIREHTRTRROEX, BN, SEReIhOEHAAS ERNEMRAE. NTHERTBET RS EES
FERIEARR, BERRPEMZSIRAIER.
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3. BEIRSARTHAEFMERE., RIS loT i,
4. HREFEHTEL.
5.  HMINRSHEERPIIHIRS.

pign, EREERA=SHEERS., FTEFHEEREERNEIERD, HEELEPOEER Azure ]
FSkiERN.

6. HRENFERPOEHRFEFFO. WIBAESEDIEMNE Azure 0T FILHNEEEBDHHT TNE,

P Eple L) Sh ]z

RIRAIPOMERIEERE, NSHPORIRISIRES RIEHEE, ERTRZRELS. WRER oT PLiEH
BT, NSRS IRARROBHEFVE, TRSCIEEREFARE ZREER. KERRAZR
BXEFIRERRRA RS SEMERER M T,

RPOERREEISE, (RALRRBRMMIE.
BRTRREE R RBEIFE.
1. & Azure [P BT BIFEERERE CFNEEH TR,
2. HEHNECIERERFEFRHTEGS, EAC(IEEEG2REE—RIRR.

3. HEEEFHPOZAEY, EPORRIRTENEESMZRESR. @O, XERRNZT

=.
FEZNATEHAERNER. B HERY ERXEER,
1. ERERRNSERY, FERRESMRARFNERBERNGER, REBEHL.

2. OMEIRRRERAEER, FREESERBHEIXERR. BTPOMNERHRERERIMER—
UE, FEUCHERESERR TE.

HEBROEBEIS—1 X

AEORAERIRPORIRM5REA.

1. BRESDOSHIEFER, BXHRFRA B EKENEMIE.

2. (EBURIRE. M TEAGERSUGHIKEIE A templatejson BISZF, RIBSCARER, EEUNTAS:

RRBREARE, BMRRIRARRIS SRR TRSEERS.
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https://portal.azure.cn/
https://portal.azure.cn/
https://docs.azure.cn/zh-cn/iot-hub/migrate-hub-arm#manage-the-devices-registered-to-the-iot-hub
https://docs.azure.cn/zh-cn/iot-hub/iot-hub-devguide-messages-d2c
https://portal.azure.cn/

Hp& storageEndpoints J&14,

B @R TR AE RS BRI,

ERIRAEER TR

SHEEERHANPONRFEERERE, (FEERISHIMRRPHARRHXERFIER. SifNNEHE
SFET. ESAFHORERFEEZIZPOZE, DREFPPHREIXERFEFGRENR, RRETER.

RN TERR, B —HEFSMIERIETR. 1D NFRE.
1. WRERAABHZFEREER, FHGEBEIERT. ST Azure [ PRRIFRZRER.

plgn, NREBGHEWAZIENMFESES, BENFPHREMENAEEIKS. E9RE 8D TEE
AR, REERETHN—IER. BXSHERE, ZROTAR:

"connectionString": "DefaultEndpointsProtocol=https;AccountName=fabrikamstorage1234;Accou
ntkey=****",

"containerName": "fabrikamresults",
MREFERKFIOKFZESRRE, 1SS EBMAZIER_ EAFS AccountKey="*** b, EM{ES,

FTFARSSBLBATI, FKENS SharedAccessKeyName PCELRIIESIHEEEE. TEE JSON HAIE:
$9%0 SharedAccessKeyName:

"connectionString": "Endpoint=sb://fabrikamsbnamespace1234.servicebus.chinacloudapi.cn:5671/;
SharedAccessKeyName=iothubroutes_FabrikamResources;SharedAccessKey=****:EntityPath=fabri
kamsbqueue1234",

BRI RS TFARSS SR Azure SEHHIOERBIER.

B INEktRtR e FRPC

EFRmIERRRIREIEH L. EEBMBERR, NEFUERERR, FEFRRTIISIA, LAERITE,
R BHBERER, MISHE STEERPHI I EEREHEER.

1.

BEFR Azure [ ],

yriciE e

ERRER, BRI RIREE(EREEXRIREE). TRRTEFFL, e,

EBENE NE L, SR ERERPEMBCIMER", LUERTLMIIM EEER,

prici= ) IE=A A L
MRZISREBRFRIRA SIS, ARIEE T . MISEREEOFINEXER. & HRT.
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https://portal.azure.cn/
https://portal.azure.cn/

7. EEEXBERLESLUTFR.
iTB: IEREERRNTIR.
HRAE: EENERRANCEHRZIFE.

Xilf: WRFERETHENRRE, WERRSHMERSHFAMELENXE, WMREFTHIZRE, X
ERZERERERINIE.

EEFFR BB OIERFRS.
RLEIR: N OaGRE.
8. EEFEE + IR,

9. EEFOERE. NPRBRIHRRRRFARREHTO. NREHRHEEHE, ZEEsesERtOn, B
SIERT RN ERIRIR.

FRSANSHBEHLFEMNEFPRO
AJLAGERE loT C# 7~ffll: 1&EFT C# Y Azure [oT SDK RHHTIRBHIISAIISE.

BREBESIA: WAFSHER 10T #il) - Azure 10T Hub

BEER

HJLAE Azure [JPHEERE, AWACNEESHIERME.

1. {E[ Azure [JFEEIFTPO. EFZPO, RRIEE 0T IR, (RESEEINBROEHRRFHONRE.
EREEFHOREM.

2. WMESNSHER: & Azure | JFHEEE] Azure IFEIKF, #A/FEE ImportErrors.log A devicefiles 2528,
MR AT (KNA0) |, MFRFREEHTER. MRSHSRENF—RE, BOREARRESR
iR, FR—FIERERRINE A5,

HE3ZEY

RS, RERPOERZFNE, FEBRETBEFPL. BT REBHTHENEY, FEREEESHHOE
BIfF.

EEREREY, FEMTUATER:

B MRELAER 10T FOENE, K 10T ROENEIEEFHFHO. NERERIEIREIATBIERT
IEPATILIR R,
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https://github.com/Azure/azure-iot-sdk-csharp/archive/main.zip
https://docs.azure.cn/zh-cn/iot-hub/migrate-hub-arm#use-import-export-to-move-the-devices-to-the-new-hub
https://portal.azure.cn/
https://portal.azure.cn/
https://portal.azure.cn/

BN IBIRP OB AR, EEERHTO.

sepkfE, P ONSEMFIET. |BROMZREEMRNRE L TRIIERIRES.

RN E
MRIPREERER, EHUTLTSR:

B MRELAEL 0T ROENE, 1 10T ROENEIERIBSO. NERAERTREREIATBERT
IEPATILIR R,

BEXE IR ONETENERER, FEEEIBH0. 60, WRERIIR Azure Analytics, NETREEEEH
& Azure O HTHEIN.

MBRFTC.

NFFERBERIR, WIEFC EAERENMSHERNIREERE, FEERPOERRE, BMz{aERX
LR

WEER

EENBEER, B8 oT BRAXRELEAUTHUENTO, AEEITE. BUSZ, BXIFFOHRITLAR
B ORTITRERERE, FERE(IERIE.

SNRCLHEIRE, BEUHF RIS H S ERIR BRI,
==
B

EREHRPOEEMET, FEREVIERIEZA, SAEEEER. B3I, WMREATRHINE, B35
MHLTHREH TN, EEHER, UTUTERREERRR:
MFRIBL (NRERXEE) . XENZPOMRITEERIRE.

IREKEHZRBEFME, FTLARRIRIRBREIR.

[REEL TR

WESR 10T PUERIRE—RIEHE THXEFAFEHO. BXX loT PORRITRREMERTH EREINTFM
R, BEEMESAISH loT PILRERA,
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https://docs.azure.cn/zh-cn/stream-analytics/stream-analytics-define-inputs#stream-data-from-iot-hub
https://docs.azure.cn/zh-cn/iot-hub/iot-hub-bulk-identity-mgmt

X% Notification Hubs

RN EAMTIE Azure BRIFOERBEIE L Azure X8, IHIREAEDS:
1. fIE—MEEB—BRNBIrmE=E.
2.  [FHESASHANTTEEM.
A Y
SR
A Azure 1T RAIFEBRXIEFEZE Notification Hubs,

Azure BRI OEGETEBREIR—FK N, FAREMRBDOHT, B, EE=HUTIERD), DIERS
KoL, REREEMLAN FrE R B RAIAER R Fr el S ==

gl (EREMBTRREAP O R B

BRRUTLREFIENPORETE., EEFERERFHESHEYFERER, SFnaz=BiERRxX
1.

1. EBF Azure| ],

2. EMERER CIERFRRRSS, ASTE Web + RIS OEFEMPL. EMPORE L, AT bR
e,

3.  EEMRCTE CHNBFERIETRT, HENTMER:
- AR R EFRER TR T EEAE—2R,
- SETEES S MENTL, REEEMPOHERERTREATOETR,
- MUSTHIIREFEEE WEEEEEEPEEENFOIUE.
4. &L,
tlEgHmETEE, BHRREFBRTEPA PNS £iE, HEl@iHanRTRETrISHERE.
b2 e R
BISANMSHANHTIERS, BEEILESHIISN Azure BAIFLIEM,
TR SHREERE, TEMRIREEREPH ExpirationTime R,
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https://portal.azure.cn/
https://docs.azure.cn/zh-cn/notification-hubs/export-modify-registrations-bulk

BIEREI—asRZSE (AJiE)

FeR M Bas 2 AEIFR R ERNEMSHE, JLRIEFZEMRBar = E.
1. HRR—XEIESETE.

2. TR, ASERRRSGERZERERFENRAGS RSN

3. BEMIFREs RS EE R ERERAIMIER.
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iFE Azure iR tRH{EAL

5 Azure XIFER Azure OITERSS, EERAVTERERERT Azure O HTHY Visual Studio Code TEK
Rl SHIREMXE, > FE:

> Visual Studio Y ASA (Azure Stream Analytics) TEY BAEHITHIP, EINER Visual Studio Code #f
ASA TEY R TIHIVES.

1GIARTLAERR Azure [TJFEL{ER PowerShell ZEB#R Azure KIS FRIEFIEERS. RO ELAANDOL R
LM I X,

SRS E A TS BER Visual Studio Code TEBT zure ROMTHNERE TIE.

HEETE

TR, BRRECSEESLUTRM:

1. — BRI Azure 1715,

2. RRIEFBERKIEAIER,

3. &% Visual Studio Code,

4. LEGEMT Visual Studio Code A Azure ol &,

5. {85 Visual Studio Code BEFRHEX Azure.

FELE

M Visual Studio Code RERiRSHT{ELW

%58 Visual Studio Code ;ERI=_ERY‘Azure”BFR, ARERF RO TR, HKAIEZETRAUEL,

4 ? Prototypes

ADpower
AjetaDemoJob (Created)

AllHandsTollB:

blobsqlkm (Stopped)

FIFFRDITRIREERR

t‘\
N
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https://code.visualstudio.com/Download
https://learn.microsoft.com/zh-cn/azure/stream-analytics/quick-create-visual-studio-code#install-the-azure-stream-analytics-tools-extension
https://support.azure.cn/docs/azure-operations-guide/others/aog-others-howto-login-china-azure-by-vscode.html

SHESHRS

EEBFUSHEIAMINE, B Visual Studio Code RIRSHTRIREERTHIZES LML, ARHSHAT
DEERE K,

T "o £ myASAProj.asagl X
7 RESOURCES E myASAProj.asaqg

» WORKSPACE

» HELP AND FEEDBACK

~ STREAM ANALYTICS

*

~ ¥ ASAUXTeam : EventHubl

Export lob to Local Project..

1£ Visual Studio Code Hr3kZ| ASA /Ell

T & S A RN T,
tiEAIRXINEFE

R AR,

=E PN I s

HRRXEA BRSNS HRRE . BT REATEERENFELHISE, 540 Blob 77f%, =
fehily, SQL HiERES. RIELRER, SIEXLEIR.

BUEEFRAEY Azure S H{ELL

£ BRI BIEHTRY Azure ORI, MMREFEESNIEREBIRCIE Azure ROHTRL, ERILBLIILL
FB, BEATELER.

S EEEE Birim

£ Visual Studio Code FHIEIDIRIEEEPHREBIELBSHIIMBE S, mih(*.asaql)3d, FikE
“Submit to Azure”, SAISTRERIBEHITIRIE,
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FEUEREF, ERILUSERESARBIREEFEN Azure ORI, SiEEREIE— NIRRT Azure ROHELL
SNEE.

File Edit Selechion View Go Run

If:' F R = myASAProj.asagl @
5
v MYASAPROJ £ myASAProj.asaq

jlobTempla )
Output

|JobTemplate parameters.| Input

> Functions Temperature > 2

~ |nputs

SNEE

SNERIEECIE— R Azure ROMTRASAESE, [TREFERBEFRXE.

Select the job you want to submit
) Update an existing Azure Stream Analytic

o Create a new Azure Stream Analytics job

Subscription

Resource group

Cluster = (D)

Region * (0

China North 3

1%#% Job
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ELL[EBR Azure i HrELL

£ ERBX TR, A BEmRXKEEXEENEEH MR, TLUBE Azure NPELLREXER Azure 53
HriEll, FESEEMBERXE Azure OHTIEIL,

[RENFRES Azure S HEL

[SEhEE Azure FREHTIRL, FHARUEAIE,

A Nl

IEHIES Mzt

1. BT Azure [JFEL Azure CLI FEEFHEWAPIRSFIEITIE .
2. BARASESIERETIEELE,

3. GEEI—EEE, FEREIEMER B EIREELK.

sETmoe:
IR R

WSS Azure AFHEIIEITIER, STLUMIRBCSN B LRSS,
[SEe

BELLELR, BELMING Azure ROFEI N —MKEIEBEIZ— X, BREREIBIETFARES
—#, LIBREIEERHIRS . MRBIUTAETE, FJLISHE Azure BIITSHEEERR Azure BIR3TH.

BXEZER: * BIFA O TZIERBIFERRNR. * BRSO E, * THRIMEER PowersShell BIE7D
iRk,

BRI, BRG] Azure STFFEIRA.
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https://docs.azure.cn/zh-cn/stream-analytics/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/stream-analytics/stream-analytics-introduction
https://docs.azure.cn/zh-cn/stream-analytics/stream-analytics-quick-create-powershell
https://docs.azure.cn/zh-cn/stream-analytics/stream-analytics-quick-create-powershell

1X¥8 Azure Synapse Analytics T{EX

ANE—EDHIER, NMEUEE Azure Synapse Analytics TYERM— Azure KIGHBEIE— N X,

BT
ARG FHFREN T X, XLAEERE T T 4R EIX A Azure Synapse Analytics £/ SQL
RIS IR B PRSI, IR TIEX, WALHE X TIE

HEIE

EFRZEl, BRRECERESBLUITRM:

1. —BERI Azure 1715,

2. RXIEHFNBRXIHAIER

3.  BRKIH Azure Synapse T{EX5S Azure DevOps &, GitHub £Ep. BXIFMER, BESIH Synapse Studio
REYRCIDETE,

4. TEHITHIARIIRSS 28 L% Azure PowerShell F1 Azure CLI B3R, FEHTRIARIIRSS 28 L%%E Azure
PowerShell §] Azure CLI 158,

5. WMREEGRETERCEMENEIRS (B0 Azure H1885S). Azure T7EFN Azure EREEHLY) |, 5
BEZEIBRKE (NRRSHHXEZ) .

6. 1§ Azure FIEBEIEMXEE., BXIFMER, BB Azure FHEKFEEIS — X,

7. HRRXKEFERRETEXHPIER SQL ith&FRF Apache Spark itEZFR1ERE.

18 Azure Synapse T{ER#ZZIS— 1 XA

¥ Azure Synapse T ERMN—MXEBEIB— M XERE—ZSRIRE. THEMELSR:

1. 7EBWRKIEHEIEE— Y Azure Synapse T{EX, EHSEIE— Spark itt, EfRESREXIETIEXHE
FNEERER.

2. [ERERREEMEDIEER SOL tEREBRXIE.

3. 1EHN9Z4E SQL Server FEHFEIBIEVENERS.

4. BUEEFHRSSEE SQL A Spark EHEEMINSR.

5. NERE(EA Azure DevOps KM EEREPBIE, 151§ Azure DevOps BRSFZEMAFINEZ Azure Synapse &EF
fBERYEEES] (RBAC) Synapse B AHERE.

6. BRBIE (SQL A, EicH) | #HEIRSS. &, BUER. Spark fRUE X AR ERFIEREM Azure
DevOps &AM EESPEZIBERXIE Azure Synapse T{EX.

7. ¥ Microsoft Entra FAFERZEIRINZ Azure Synapse RBAC ffs, WREFEITERRHTENRIE, Bi%
WIEE Blob £5&i518) Azure FiEF0 Azure Key Vault = RFESEARIFEEIRR (SA-MI),
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https://learn.microsoft.com/zh-cn/azure/synapse-analytics/cicd/source-control
https://learn.microsoft.com/zh-cn/azure/synapse-analytics/cicd/source-control
https://learn.microsoft.com/zh-cn/powershell/azure/new-azureps-module-az
https://learn.microsoft.com/zh-cn/powershell/azure/new-azureps-module-az
https://learn.microsoft.com/zh-cn/cli/azure/install-azure-cli
https://learn.microsoft.com/zh-cn/azure/storage/common/storage-account-move

8. FERAMIINTFiESESEMERTRSE SQL HEIBNISIRAIEFEIKF, £, MATHAY Microsoft Entra FBF#E
F77hi# Blob IZENE "8 7% Blob 25& A&,

9. EFCIEBRHEMSTA (SHIR),

10. 7EB#R Azure Synapse TYEXFr HERTEMEAER jar,

11, MRTEXKEBEETERMNETR, NEEMEEETREER,

12, WA BRI TEX, FEFEmERKETIFXAIFA DNS £H.

13. IRAERILIEXGEIE T ERLERERE, BERGRKE TERHPaE—1.

14, EMRKEFNTERETEEURAFEAEEERRE BRKETERZE, FLMBRRERISHTIEX,

=351
L8 1: EERXIEHEIFE Azure Synapse THEK

EARERSH, {RIB{ER Azure PowerShell, Azure CLI #1 Azure [JPEI#E Azure Synapse T{EX., {RIEEIE—
HEIRYEFI— Azure Data Lake Storage Gen2 MK, iZMKFIS{ES PowerShell BIZFN CLI BIARKS—ER5>, FBIE
TERIERNAR E. EEEFHITIEIIRE, BM DevOps ETHEIERIXLE PowerShell 8 CLI #IZ,

Azure [ JR

FHEM Azure PRIETIER, BREBRENT: i Synapse TIFXFAIEERIRIE,

Azure PowerShell

LATRIAN (RS New-AzResourceGroup 1 New-AzSynapseWorkspace cmdlet BlI§23&E£BF] Azure Synapse T{E
zﬂ

BEERESER Azure PowerShell IEZFIZE R China Azure Cloud, HE T EIMEITEAR Azure =Z[EITIHR, 1B

) Sign in to Azure PowerShell interactively,

BIEEIRE
PowerShell

$storageAccountName= "<YourDefaultStorageAccountName>"
$resourceGroupName="<YourResourceGroupName>"
$regionName="<YourTargetRegionName>"
$containerName="<YourFileSystemName>" # This is the file system name

$workspaceName="<YourTargetRegionWorkspaceName>"

$sourcRegionWSName="<Your source region workspace name>"
$sourceRegionRGName="<YourSourceRegionResourceGroupName>"
$sqlUserName="<SQLUserName>"
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https://docs.azure.cn/zh-cn/synapse-analytics/get-started-create-workspace
https://learn.microsoft.com/zh-cn/powershell/azure/authenticate-interactive

$sqglPassword="<SQLStrongPassword>"

$sqlPoolName ="<YourTargetSQLPoolName>" #Both Source and target workspace SQL pool name will be same
$sparkPoolName ="<YourTargetWorkspaceSparkPoolName>"
$sparkVersion="2.4"

New-AzResourceGroup -Name $resourceGroupName -Location $regionName

Bl Data Lake Storage Gen2 kP

PowerShell

#If the Storage account is alreadly created, then you can skip this step.
New-AzStorageAccount -ResourceGroupName $resourceGroupName *
-Name $storageAccountName
-Location $regionName "
-SkuName Standard_LRS *
-Kind StorageV2 *
-EnableHierarchicalNamespace $true

g3 Azure Synapse T{ERX

PowerShell

$password = ConvertTo-SecureString $sqlPassword -AsPlainText -Force
$creds = New-Object System.Management.Automation.PSCredential ($sqlUserName, $password)

New-AzSynapseWorkspace -ResourceGroupName $resourceGroupName *
-Name $workspaceName -Location $regionName *
-DefaultDatalakeStorageAccountName $storageAccountName *
-DefaultDatalLakeStorageFilesystem $containerName *

-SqglAdministratorLoginCredential $creds

ERFEREERMNSBEIETEX, BzMARIEIMISE ManagedVirtualNetwork”,  EZEIFH 7 #FE FBRY
B, BERITEEIUNELE,

PowerShell

#Creating a managed virtual network configuration
$config = New-AzSynapseManagedVirtualNetworkConfig -PreventDataExfiltration -AllowedAadTenantldsForLinki
ng ContosoTenantld

#Creating an Azure Synapse workspace

New-AzSynapseWorkspace -ResourceGroupName $resourceGroupName *
-Name $workspaceName -Location $regionName
-DefaultDatalakeStorageAccountName $storageAccountName *
-DefaultDatalakeStorageFilesystem $containerName *
-SqlAdministratorLoginCredential $creds *
-ManagedVirtualNetwork $config
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https://learn.microsoft.com/zh-cn/powershell/module/az.synapse/new-azsynapsemanagedvirtualnetworkconfig

Azure CLI

Itb Azure CLI BIAIEE7EER4E. Data Lake Storage Gen2 tKFFISERSE. JAE, CUE Azure Synapse T{EX

°

BERESER Azure CLIHERFNER China Azure Cloud, BE T #IMIEARR Azure =Z B, BESR
Azure =EIHES Azure CLI,

ellfE e
Azure CLI

az group create --name $resourceGroupName --location $regionName

Bl Data Lake Storage Gen2 kP

UTHAS I FMEK TS,
Azure CLI

# Checking if name is not used only then creates it

$StorageAccountNameAvailable=(az storage account check-name --name $storageAccountName --subscription
$subscriptionld | ConvertFrom-Json).nameAvailableif($StorageAccountNameAvailable){Write-Host "Storage accou
nt Name is available to be used...creating storage account"

#Creating a Data Lake Storage GenZ account
$storgeAccountProvisionStatus=az storage account create

--name $storageAccountName *

--resource-group $resourceGroupName *

--location $regionName *

--sku Standard_GRS *

--kind StorageV2 *

--enable-hierarchical-namespace $true

($storgeAccountProvisionStatus| ConvertFrom-Json).provisioningState}else{ Write-Host "Storage account Name
is NOT available to be used...use another name --  exiting the script..."
EXIT}

#Creating a container in a Data Lake Storage GenZ account

$key=(az storage account keys list -g $resourceGroupName -n $storageAccountName|ConvertFrom-Json)[0].valu
e

$fileShareStatus=(az storage share create --account-name $storageAccountName --name $containerName --acc
ount-key $key)if(($fileShareStatus|ConvertFrom-Json).created -eq "True"){ ~ Write-Host f"Successfully created th
e fileshare - '$containerName"

}
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https://learn.microsoft.com/zh-cn/cli/azure/manage-clouds-azure-cli

g3 Azure Synapse T{ERX

Azure CLI

az synapse workspace create
--name $workspaceName *
--resource-group $resourceGroupName *
--storage-account $storageAccountName *
-file-system $containerName
--sgl-admin-login-user $sqlUserName
--sql-admin-login-password $sqlPassword *
--location $regionName

LECRITEENINE, B LIAMASEESE] --enable-managed-virtual-network, BXEZIE, 1BSH T
EXFCEEIARLE,

Azure CLI

az synapse workspace create
--name $workspaceName *
--resource-group $resourceGroupName °
--storage-account $storageAccountName *
--file-system $FileShareName *
--sgl-admin-login-user $sqlUserName *
--sgl-admin-login-password $sqlPassword *
--location $regionName *
--enable-managed-virtual-network true

--allowed-tenant-ids "Contoso"

£ 2. 83 Azure Synapse TAEXBHAISHRN

BB TRXfE, ATAERRIBKIERN, & P REE—EEER. AL Azure [JFEEER PowerShell B
CLI AR K IS,

Azure [JR

EER KIRETHAN 1P ISEE, W EANFEEEEN .
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https://learn.microsoft.com/zh-cn/cli/azure/synapse/workspace
https://learn.microsoft.com/zh-cn/cli/azure/synapse/workspace

[ T S g m= | Firewalls

Synapse workspace

‘L Search (Ctrl+/) < E] Save X Discard -+ Add client IP

5 Locks

0 The IP addresses listed below will have full access to Azure Synapse workspace ‘synapse-

Analytics pools -
westeurope-ws'.

® SQL pools

& Apache Spark pools Allow Azure services and resources to access this workspace
@ o
Security
O« i Client IP address 49.37.148.245
ncryption

E& Firewalls 8 Rule name Start IP End IP

B Managed identities allowAll 0.0.0.0 255.255.255.255

I, Private endpoint connections

B Approved Azure AD tenants

Azure PowerShell

IB1TLAT PowerShell #3<, 1BETEETHIATILAER IP USRI INBEXIERIN, ARIBRIEKRERT IP HUESEHE.,
PowerShell

$WorkspaceWeb = (Get-AzSynapseWorkspace -Name $workspaceName -ResourceGroupName $resourceGroup).
ConnectivityEndpoints.Web
$WorkspaceDev = (Get-AzSynapseWorkspace -Name $workspaceName -ResourceGroupName $resourceGroup).

ConnectivityEndpoints.Dev

# Adding firewall rules
$FirewallParams = @{ WorkspaceName = $workspaceName
Name = 'Allow Client IP'
ResourceGroupName = $resourceGroup
StartlpAddress = "0.0.0.0"
EndIpAddress = "255.255.255.255"
}

New-AzSynapseFirewallRule @FirewallParams
BITIATHIARLER TEXAFEERR SOL ZHIiRE:
PowerShell

Set-AzSynapseManagedldentitySqlControlSetting -WorkspaceName $workspaceName -Enabled $true

Azure CLI

Azure CLI
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az synapse workspace firewall-rule create --name allowAll --workspace-name $workspaceName *
--resource-group $resourceGroupName --start-ip-address 0.0.0.0 --end-ip-address 255.255.255.255

ETUATHRIALEH TIEXAMEEIRR SOL I=HIRE:
Azure CLI

az synapse workspace managed-identity grant-sql-access
--workspace-name $workspaceName --resource-group $resourceGroupName

I8 3: BIiE Apache Spark ittt
SERREXE T EX AT RRYECE SRR Spark ith.

Azure [JR

EEM Azure [JPEIRE Spark itB, BEREREND: E Azure | JFHETIRSSES Apache Spark it

{RIERTLAIRERIRIZE N ] {85/ Synapse Studio B2 TARSSES Apache Spark iihFRAYZEEE, M Synapse Studio ElJzE
Spark ith,

Azure PowerShell

UTHIASBIE— Spark itt, EFEERMNEEAEMN—MEMEFTR, UR—PMES 4 MzUil 32 GB
RAM BI/NBUBFEER/N.  BBHE, EESHEXIET{EX Spark itblLEC,

PowerShell

#Creating a Spark pool with 3 nodes (2 worker + 1 driver) and a small cluster size with 4 cores and 32 GB RAM.
New-AzSynapseSparkPool

-WorkspaceName $workspaceName *

-Name $sparkPoolName *

-NodeCount 3°

-SparkVersion $sparkVersion *

-NodeSize Small

Azure CLI

Azure CLI

az synapse spark pool create --name $sparkPoolName --workspace-name $workspaceName --resource-group $r
esourceGroupName *

--spark-version $sparkVersion --node-count 3 --node-size small
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https://docs.azure.cn/zh-cn/synapse-analytics/quickstart-create-apache-spark-pool-portal
https://docs.azure.cn/zh-cn/synapse-analytics/quickstart-create-apache-spark-pool-studio

E2
SE 4: RIFEEA SQL it
NEHTTRE D RIER

EHE(HEF Azure [JFPF0 PowerShell W& ENAIRER SQL ith, 12 M7 Azure Synapse Analytics FHSHIIA
JREF SQL itk

EREXIETFXER SOL jttrhrdR=iH{TER

FREXETEFXERA SOL ttiNERAEER SOL RRREIERXKIE TIEX, "ILAER Azure [JP. Synapse
Studio 8% PowerShell WRRRFHTAR, WRBEXKIFAR AR, WFEEERLEIHTIAR,

ERKEFHTIRRRACE, ESECH sQL it (LIBEIFRA SQLDW) AIFFENERAL.
Synapse Studio

£ Synapse Studio 1, AJLMERERRMNITREFEYHITEXEREERR SQL ith. SEEF SQL jithey, A Hith
RET, BRERRFAEETEX, MTENEFERENR. NREETHREXNERR, BERERER
SQLith. BN, AILUSEERMIBIIERSR.
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https://docs.azure.cn/zh-cn/synapse-analytics/sql-data-warehouse/sql-data-warehouse-restore-from-geo-backup
https://docs.azure.cn/zh-cn/synapse-analytics/sql-data-warehouse/sql-data-warehouse-restore-from-geo-backup
https://docs.azure.cn/zh-cn/synapse-analytics/sql-data-warehouse/sql-data-warehouse-restore-points

Create dedicated SQL pool

*Basics | *Additional settings | Tags  Review + create

Customize additional configuration parameters including collation & data source.

Data source

Start with a blank dedicated SQL pool, restore from a backup or leverage a restore point to populate your new dedicated
5QL pool.

Use existing data * 'Z:\_ None Backup :ZI

i ] Leverage a restore point from any dedicated SQL pool in this subscription
to recover or copy from a previous state. Learn more o'

Server ar Workspace * (O ‘ Y4 |
Dedicated SQL pool name * (O ‘ sglpooll ~ |
Restore point type * @ Automatic restore points O User-defined restore points

Earliest restore point 2021-06-07T11:50:32 UTC

Newest restore point 2021-07-27T15:50:32 UTC

Select restore point | 07/27/2021 = || 15:50:22 N uTe

Restore points are created at least every 8 hours

AT (oo ] [ ]

IR SQL ith

Azure PowerShell

BITLAT PowerShell IANERTIEX., IWHAERETEXEMA SQL PSR R, EEFRIIERFIER
SQL ith. FEIETIZMIAZE, ER5IERERBIMN DW100c EHTFTERIE.

EE AP TEXPRIER SQL it S FRAI%AERE.

REUER = :
PowerShell

$restorePoint=Get-AzSynapseSqlPoolRestorePoint -WorkspaceName $sourceRegionWSName -Name $sqlPoolNa
me|Sort-Object -Property RestorePointCreationDate -Descending
| SELECT RestorePointCreationDate -ExpandProperty RestorePointCreationDate -First 1
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& Azure Synapse SQL jth#&5iR ID ¥#279 SQL #U&ERF ID, ENERItaESIEZ SQL #uER: 1D, fin:
/subscriptions/<Subscriptionld >/resourceGroups/<ResourceGroupName>/providers/Microsoft.Sql/servers/<Wor

kspaceName>/databases/<DatabaseName>

PowerShell

$pool = Get-AzSynapseSqlPool -ResourceGroupName $sourceRegionRGName -WorkspaceName $sourcRegionW
SName -Name $sqlPoolName
$databaseld = $pool.ld *

-replace "Microsoft.Synapse", "Microsoft.Sql"

-replace "workspaces", "servers"

-replace "sqlPools", "databases"

$restoredPool = Restore-AzSynapseSqlPool -FromRestorePoint *
-RestorePoint $restorePoint
-TargetSqlPoolName $sqlPoolName *
-ResourceGroupName $resourceGroupName *
-WorkspaceName $workspaceName *
-Resourceld $databaseld
-PerformanceLevel DW100c -AsJob

AT SIRERERIBERIIATS

Get-Job | Where-Object Command -In ("Restore-AzSynapseSqlPool") | ©
Select-Object Id,Command,JobStatelnfo,PSBeginTime,PSEndTime,PSJobTypeName,Error |Format-Table

EIRER SQL /5, 7£ Azure Synapse FEIE2ATH SQL BERE. EXCEMAEERS, BRRCEEZEPRY
TERIR(E.

NRBT—EAFETR, FEBIHEH SOL itthRBMEENS, S3IFIERZIEFRXEEM soL i, tBa
LAEEBIS SHEHREREYS DOL, ERNRHTER, ARBELIESHEHIESHIZIBinm, VWILSENT
RNE. *EREL B TEUETR, ILASEER Azure ZUET 8 Synapse EIEREEHENNZLE] Azure
Synapse Analytics §7 * {§F Visual Studio #1 SSDT iEZEE M SQL it, RILAS&(H Visual Studio 1 SSDT &=
Azure Synapse Analytics FEE A SQL it (LABTFR9 SQL DW)

S 5: BETARSER SQL M. Spark BEIEREFIISR

RTEEHIIRRTCIRSS 2 SQL HEHEEER Spark b, 1EA—METBERIRRIRTSIE, REJLL:

1. SEZICAH SQL WA, EHESATENCEREMT Spark ith, TARSSES SQL ithaEE. &, BEM
BEREARESERAFINE. BXEIMEEAN Azure DevOps & GitHub,

2. MREHEKFEREEN, BRERNIBIEERERIFEIKFZIR.

3. CIEEE, LUSFEINFRAXLABME. AEFKETFXPHTIXLERR, SEBRXIETFXHe]
2 Spark SQL #ERE. FARS3E: SOL ithaUERE. SMPEER. ME. AeLIRBFIISIR,
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https://learn.microsoft.com/zh-cn/sql/t-sql/statements/create-login-transact-sql?view=azure-sqldw-latest&preserve-view=true
https://docs.azure.cn/zh-cn/data-factory/load-azure-sql-data-warehouse?tabs=data-factory
https://docs.azure.cn/zh-cn/data-factory/load-azure-sql-data-warehouse?tabs=data-factory
https://docs.azure.cn/zh-cn/synapse-analytics/sql-data-warehouse/sql-data-warehouse-query-visual-studio
https://docs.azure.cn/zh-cn/synapse-analytics/sql-data-warehouse/sql-data-warehouse-query-visual-studio

4. RFEXETI{EXS Azure DevOps SRS, XLRBIMBEAAFHEEN—BD. HE, (RAILERLSER 6
*PRZIAY DevOps A EIEFXEAFEIEEPER BrXE TIFX.
5. HERMKEBI(FXH, FiftaxLeEsE,

i1 6. (B CI/CD SpEIREEE

AR TEN{IRE Azure Synapse T{EX 5 Azure DevOps B GitHub 585k, LARIMASTINEEE R BRI TIFX
. TBHRAR Azure Synapse T{FXAUSFELEEAATIFELAZ(T (C1/CD) FRRYLBIEIE.

B TEX S Azure DevOps 555, {FEETI— 1B workspace_publish 9. AT ESTIEXIER, 1&
RPEIEEICA, SQOL HIA, #iEE. fHERSS. &, fR8F Spark (EVENEMEEN.

XN3kE Azure DevOps friEENFREEE TR ¥ B MEMEAR TERER

4 TestRepro : i* workspace_publish ~
e synapsedemowaorkspacel TemplatEF-::l rWﬂrks.pace,json
] TemplateForWorkspace json Contents History Compare Blame

O TemplateParametersForWorks pace json
Ml readmemd You updated ¥ workspace_publish Wednesday
&7 workspacepublish FFEEE.,
LA TEXEMRIEE Azure DevOps R EEREIBMIEEIPEE TIFKX.

WRTHEXKE GitHub 8 Azure DevOps 55k, NARFRNEFHCIEHRE BEN PowerShell 5 Azure CLI i
X, LUSEBEIME. 8. RS, SR, MUKRET Spark B XHERI BRI TEX,

&E

T EERIPATEFHFEENARINE, DESMRERETEXFAY Spark FI7TRS=: SQL ith. XISRIBETH
BUE(EE L.

SRR 7. SIENESRIEITH

EEOIE SHIR, IBIRREIEIACE BRI THI R BRIRIE.

T 8: EIEEIRRSE Azure BI68

7IBRABAN Data Lake Storage Gen2 fkF EAIFT TIEX AT EEIRRDEC Storage Blob Contributor i5[EI1IER, [F
BTTEER SA-MI FHTEMIGIENEMEFEKA EoESHRINIR. SFrENEIEFMEHFE Microsoft Entra FIFH
2H43®C Storage Blob Contributor Y, Storage Blob Reader if[a#%pR,
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https://learn.microsoft.com/zh-cn/azure/synapse-analytics/cicd/continuous-integration-delivery
https://docs.azure.cn/zh-cn/data-factory/create-self-hosted-integration-runtime?tabs=data-factory

Azure [JRA

IR TFITERRE TR PIE RIS F4E Blob #iES5& AN RA T/FRAHEERR,

Azure PowerShell
17 Blob XS 5& S TL TIERAHESRR,

15 1570% Blob RS 5& FINEIEMEIKP LN TEXIEEIRR. #1117 New-AzRoleAssignment BRI HIEIR, &R
B9 Exception of type 'Microsoft.Rest.Azure.CloudException’ was thrown.”, {EE&TEIZENKA L AIFRATEAIR
PR,

PowerShell

$workSpaceldentityObjectID= (Get-AzSynapseWorkspace -ResourceGroupName $resourceGroupName -Name $
workspaceName).ldentity.Principalld
$scope = "/subscriptions/$($subscriptionld)/resourceGroups/$($resourceGroupName)/providers/Microsoft.Storag

e/storageAccounts/$($storageAccountName)"

$roleAssignedforManaged|dentity=New-AzRoleAssignment -Objectld $workSpaceldentityObjectID
-RoleDefinitionName "Storage Blob Data Contributor”
-Scope $scope -ErrorAction SilentlyContinue

Azure CLI

R TEXIEERRRIAEETR. RIR ID F1EK ID, RS FE Blob HUES5E Azure BEIFINZ SA-MI,
Azure CLI

# Getting Role name
$roleName =az role definition list --query "[?contains(roleName, 'Storage Blob Data Contributor')].{roleName:role
Name}" --output tsv

#Getting resource id for storage account
$scope= (az storage account show --name $storageAccountName|ConvertFrom-Json).id

#Getting principal ID for workspace managed identity

$workSpaceldentityObjectID=(az synapse workspace show --name $workspaceName --resource-group $resource
GroupName|ConvertFrom-Json).ldentity.Principalld

# Adding Storage Blob Data Contributor Azure role to SA-M/

az role assignment create --assignee $workSpaceldentityObjectID

--role $roleName *

--scope $scope
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https://docs.azure.cn/zh-cn/synapse-analytics/security/how-to-grant-workspace-managed-identity-permissions

S 9: 9fic Azure Synapse RBAC §ifa

FNFEEERABR T ERAAPRIIRMNAETIR. LAT PowerShell #1 CLI BIZRA1E Microsoft Entra FH
iR BiRXig TEX =AY Synapse EERAE.

EESRERRE Azure Synapse RBAC AR FR, 15205 Azure Synapse RBAC A,

Synapse Studio

EEE Synapse Studio #7I0EkMIER Azure Synapse RBAC 5, BIRRRYN{A]7E Synapse Studio PETE Azure
Synapse RBAC FIE 0 BCPEUSBIRIE.

Azure PowerShell

LR PowerShell BIAET#E Synapse SRR FEEHEHRIIZE] Microsoft Entra FEFEAE. (RAILMEL TS HFER
-RoleDefinitionld 2B -RoleDefinitionName, LUEEPRINEIT/EX

PowerShell

New-AzSynapseRoleAssignment *
-WorkspaceName $workspaceName °
-RoleDefinitionName "Synapse Administrator” "
-Objectld 1c02d2a6-ed3d-46ec-b578-6f36da5819c6

Get-AzSynapseRoleAssignment -WorkspaceName $workspaceName

EEFEUREX I TEX AR Objectld # Roleld, i&1E1T Get-AzSynapseRoleAssignment #5<, 1GHEEIY Azure
Synapse RBAC f&aEets BARXIE TEXHHY Microsoft Entra FBFEkZE.

{RIZRTLAERS -SigninName {fEASECKREE -Objectld, FEHTIRMHAFRIE FHIMEEUE AP ERER. &
VER T ER AT FBRYIEIA, 1525 Azure Synapse RBAC - PowerShell cmdlet,

Azure CLI

REVPRIXIR ID, FHERTRAY Azure Synapse RBAC PR EC4 Microsoft Entra F3F.  AILAA --assignee £
ERM PRI FHRABIE (username@contoso.com),

Azure CLI

az synapse role assignment create
--workspace-name $workspaceName *
--role "Synapse Administrator" --assignee adasdasdd42-0000-000-XXX-XXXXXXX

az synapse role assignment create
--workspace-name $workspaceName *

--role "Synapse Contributor" --assignee "user1@contoso.com"
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https://docs.azure.cn/zh-cn/synapse-analytics/security/synapse-workspace-synapse-rbac-roles
https://docs.azure.cn/zh-cn/synapse-analytics/security/how-to-manage-synapse-rbac-role-assignments
https://docs.azure.cn/zh-cn/synapse-analytics/security/how-to-manage-synapse-rbac-role-assignments
https://learn.microsoft.com/zh-cn/powershell/module/az.synapse/new-azsynapseroleassignment

ARV TR RRIEIN, 1E50Y Azure Synapse RBAC - CLI,

£ 10: HETIEXE

BIrELEN TR G EERF X, SEEMHT EETIEXREANERE, 1B208 Microsoft Azure Synapse

Analytics Artifacts Z i,

$E11: PR

EENBIFXIEL Azure Synapse TAEXKIREIIAEH, BIEARAITY Azure Synapse THEXIZEEHZHIRRIEER
184%.

1E : -
£ 12: QERETREER

e T G et m i e T O S e
#+H

MRFERFERRE TR, BRERRKETER, it SAIPPRERERIERE, ©RzTEX,
AR RIRE TRIERA MRS

h=
B

EEERERF TR IERBEE), BEURKBRXEFN TR EMRRKE T/FX. Jlt, SAIFFEHYER
WEEZIEERKE T EXARIRA, BRIz TIEX, ARk SIRE TR MR

BXEZEE: * TR Azure Synapse Analytics, * 1EHT & Azure Synapse Analytics T ARfRE, *1E4H
TR BXEEEEMZE! Azure Synapse Analytics PRI SQL BHIERIEMIE. * I THE SHTNIEER Azure
Synapse Analytics FHJER SQL i, * M TR Azure Synapse ITEE RN, * 40T Azure Synapse 5%

\\\\\\\\

INBIHEEE, BEAREH Azure STHIEIBA.
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https://learn.microsoft.com/zh-cn/cli/azure/synapse/role/assignment
https://www.nuget.org/packages/Azure.Analytics.Synapse.Artifacts/1.0.0-preview.10
https://www.nuget.org/packages/Azure.Analytics.Synapse.Artifacts/1.0.0-preview.10
https://docs.azure.cn/zh-cn/synapse-analytics/security/how-to-set-up-access-control
https://docs.azure.cn/zh-cn/synapse-analytics/security/how-to-create-managed-private-endpoints
https://docs.azure.cn/zh-cn/synapse-analytics/
https://docs.azure.cn/zh-cn/synapse-analytics/overview-faq
https://docs.azure.cn/zh-cn/synapse-analytics/sql/data-loading-best-practices
https://docs.azure.cn/zh-cn/synapse-analytics/sql-data-warehouse/backup-and-restore
https://docs.azure.cn/zh-cn/synapse-analytics/sql-data-warehouse/backup-and-restore
https://docs.azure.cn/zh-cn/synapse-analytics/security/synapse-workspace-managed-vnet
https://docs.azure.cn/zh-cn/synapse-analytics/security/synapse-workspace-managed-private-endpoints
https://docs.azure.cn/zh-cn/synapse-analytics/security/synapse-workspace-managed-private-endpoints

HDInsight

BaiHASFE HDIsight A—PMXIFER RIS — Mg, FHATENISEFRXigHEIZFIEE HDInsight,

TR

A Azure TRV BRI EIEE HDInsight R EINETIR.

5% 7 ## HDInsight FTRAYFTBEIRS BRI R, ST IR RAIRSIEFES AT R,

TeEEIERS
FHHTIEIR

R

F| HDInsight TTHUE, ARFHETE Azure SQL BITTEERE DB &1, TJLUER Azure SQL BUBREMIRHTOLR,

BESRERBMEURERDTE Azure SQL BUEETIRSEUERE.

ERREEIERET, BNNFREET, SRR IS SO AR I,

TEIRERI AT

EFRIZANITRS Hive TTiFEM%:

1. MR Hive ToiFfiE4ERL Hive DDL, BILAERE{FREZEES bash A SSHILLEE,
2. YRIBERAY DDL, FEREUEFEIHE S F SR AL,

3. §I%J HDInsight B¥&ER9TFEz TEFEY DDL,

4. THEEFIERZIEN Hive TTIRBIRATRA.

+

T2

WIF—tERETEI T (FfE, BT HHEAE. TELEHEAE, BHRTIATERE:

1.

B ATE A RS r LRV R IEERER,

Z1E HDInsight B¥&E,

{5F8 AzCopy BiZEIU T B Azure 25K AR AOEUR TR IR X 15,

EBHR Azure RIGHBIEERTAY HDInsight iR, B2 7 A1 BIEET Linux A HDInsight BES, 1§
AR IR E D E BT AERT AN,

SN HIBEHHIEREEUE,

BT ddl iEHEETR.

{EFETE SR RN FAl /4R SRR R,
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https://learn.microsoft.com/zh-cn/azure/azure-sql/database/recovery-using-backups
https://github.com/hdinsight/hdinsight.github.io/blob/master/hive/hive-export-import-metastore.docx
https://learn.microsoft.com/zh-cn/azure/hdinsight/hdinsight-hadoop-provision-linux-clusters

e F TIERAYER
LU SR R AMEE R E T/ FARkATSRs

1% HBase
117 Kafka

1T#% Hive/Interactive Query
A3
SuE
PATIGUENNS, LABBRIEAERTEE S EIRFRE T 4F,

BXEZER

&%) Azure HDInsight 314,
BId5ERk HDInsight 22 RRIFEAFIR,
BXYER HDInsight BXEER9EERD, B2 1%(FH PowerShell &2 HDInsight,

T REAO(EERS AzCopy.
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https://learn.microsoft.com/zh-cn/azure/hdinsight/hbase/apache-hbase-migrate-new-version
https://learn.microsoft.com/zh-cn/azure/hdinsight/kafka/migrate-versions
https://learn.microsoft.com/zh-cn/azure/hdinsight/interactive-query/apache-hive-migrate-workloads
https://docs.azure.cn/zh-cn/hdinsight/
https://docs.azure.cn/zh-cn/hdinsight/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/hdinsight/hdinsight-administer-use-powershell#scale-clusters
https://docs.azure.cn/zh-cn/hdinsight/hdinsight-administer-use-powershell
https://docs.azure.cn/zh-cn/storage/common/storage-use-azcopy-v10

1E#Z Azure Logic Apps

i

Azure Logic Apps B— 1 a¥a, ExFaFe@iziTEstTERILULFAERRE. BEERTIR
THERFF MW TR BRI TIRR, AILARIRAE PSRN EIEN A, R, IRSBFIRFAITIER. Azure Logic
Apps FTLAER O H#E B T BB N A TFifR.

ARIHETERSEANAE Azure Logic Apps A—MXENFBEIB— X, ## EEEETIF
ErnEeRl, BRREESEUTRM:

SIER B NAE BN FASER IR FRIFTFBRYE— Azure 17159
AERIIIREMFRRNZFEERR. RNTHE Azure 2T HEAILEER (Azure RBAC),

BT

REETE Azure BIRASGT R BREEN S ERZIEN A ERSEEL,

HEAE Azure TTIPFIEA Azure KIGFRERRIZIBN BEIFEIRT. HARRNTREEFRARMERIKE
HREE, XLREISRINEIREERIENRIRRE. figl, XT8N Azure KIFHRIEA Azure 1715,
REEER— M REEREMIK,.

BINRIRRS, Azure {GEUZFTHVEIR ID. ELL, BHREAEHN 1D, AEHSIEBMIIRIEXRRANT
WAg T H,

T, RRESXECETREENRAZE, LRERHEESEFIFIUEAIFE Open Authentication
(OAuth) RUZESE.

HEeBEMIRSINE (ISE) #BEIE— Azure Xigak Azure JHFENS —MRIFRE, ABEE ISE BEIB
— Azure XIFE) Azure TR FAERIRIRA. 5, ERBHZE, CREZENATIER. Stk
. EEESFHhEH ISE TSI,

R

B ERISAE 2 EN AR EIEM Azure ZFRAE. XTI R, XF ERIZZEBHER =
TRYER

HXSEHE

BISSEIZIEN AR, & Azure BIEN FARITHAE,
&i%) Azure IZAEN FEA.
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https://docs.azure.cn/zh-cn/role-based-access-control/built-in-roles#owner
https://docs.azure.cn/zh-cn/azure-resource-manager/management/move-support-resources#microsoftlogic
https://docs.azure.cn/zh-cn/logic-apps/logic-apps-limits-and-config
https://docs.azure.cn/zh-cn/logic-apps/move-logic-app-resources
https://docs.azure.cn/zh-cn/logic-apps/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/logic-apps/logic-apps-overview

Azure THRIFER(EL

Azure iHRIFER BEF 2022 &£ 1 B 31 B2 EH
WREHETHRES, 1B

Azure THYFERIET 2022 & 1 B 31 BHiEA
15 Azure ITRIFEFRAENTRER] Azure IZPEELN FH XS
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https://azure.microsoft.com/zh-cn/updates/azure-scheduler-will-retire-on-september-30-2019/
https://docs.azure.cn/zh-cn/scheduler/migrate-from-scheduler-to-logic-apps

X% Media Services
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https://docs.azure.cn/zh-cn/media-services/latest/azure-media-services-retirement
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https://docs.azure.cn/zh-cn/media-services/
https://docs.azure.cn/zh-cn/media-services/latest/azure-media-services-retirement

1E#% Azure Backup
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https://docs.azure.cn/zh-cn/backup/backup-azure-manage-vms#stop-protection-and-retain-backup-data
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-backup
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https://docs.azure.cn/zh-cn/backup/tutorial-backup-vm-at-scale
https://docs.azure.cn/zh-cn/backup/backup-overview

1E#2 Azure Site Recovery

itk
1BIEEE Azure XIFFEEIINAH Azure SRR E (ASR)IZE.

Azure Site Recovery A8 TR X1 Regionl B9 VM I B#rX1E; Region2 FIRE, FEEIE Azure Recovery Vault
BIEE BiRXi% Region2,

LIRRTEIFHE Azure Site Recovery Kif, LT EN VM IRENBERKE, EtERKISUBIGFENEETAE
SFER.

&AL 2 AEEFHERR Azure XighiREFANLmIRERRTEE,
FERABIEE% & Azure Recovery Vault §[] Site Recovery BB & 2IE{B X,

oY

=K

FEEFINETRR, BRI R TR IGIE,
MNRBENHARAIRE, BATLAS%E Azure BAMAHEELR Azure AT,
BXEZER:

* Azure El| Azure FUKRHEIRE
* Vmware 2 Azure FIKHERE
* Hyper-V | Azure BISKHEIRE

* WIEEA B Azure RUSRMERE

177


https://docs.azure.cn/zh-cn/site-recovery/site-recovery-manage-registration-and-protection
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-site-recovery
https://docs.azure.cn/zh-cn/site-recovery/azure-to-azure-about-networking
https://docs.azure.cn/zh-cn/site-recovery/vmware-physical-azure-classic-deprecation
https://docs.azure.cn/zh-cn/site-recovery/how-to-enable-replication-proximity-placement-groups
https://docs.azure.cn/zh-cn/site-recovery/site-recovery-manage-network-interfaces-on-premises-to-azure

1F#2 Azure Virtual Desktop
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https://docs.azure.cn/zh-cn/virtual-desktop/move-resources
https://docs.azure.cn/zh-cn/virtual-desktop/

* BXRBNRFEAIEREPERNESER, B2R EAT Azure ELEEAY Azure FHREERENR
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https://github.com/Azure/RDS-Templates/tree/master/wvd-templates
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